DEFENSE SECURITY ASSISTANCE AGENCY
WASHINGTON, DC 20301-2860

0 1 MAR 199]

Letter of Transmittal

The attached Change 3 to the 1 October 1988 SAMM -
should be reviewed as it is added to the manual in-order’
that changes to current policies and procedures may be. -
noted.

Your suggestlons for improving the manual continue
to be welcome. Any recommended changes may be submltted
as discussed in Chapter 1, Section 10008.

YA Qf«a

GLENN A. RUDD

.. . . : ' ACTING DIRECTOR
Attachment
As stated



DOD 5105.38-M

SECURITY ASSISTANCE MANAGEMENT MANUAL (SAMM)
FORMAL CHANGE NO. 3 INCLUDES THE FOLLOWING INFORMATION:

MAJIOR CHANGES (by Chapter) are as follows:

CHAPTER 2

CHAPTER 6

CHAPTER 7

CHAPTER 8

CHAPTER 9

CHAPTER 10

Paragraph 20202.C.3.e., “Air Travel,” includes exceptions from normal
travel procedures.

Table 600-2, “Eligible Countries/Organizations,” updated.;‘

Section 601, “Contractor Preference for Direct Commercial Sales,” major
rewrite.

Paragraph 70002.C.2.d. The scope of a BO or FMSO II LOA will be
determined by the value of funds made available for ordering. The value may
be increased only during the initial 12 month period of the LOA.

Paragraph 70003.B.3.h. Key factors which effect planning data
updated.

Paragraph 70003.D. “Letter of Intent” clarification of requirements and-
preparation.

Paragraph 70103.N. Updated MILDEP addresses.

Section 703. “Impact on Current Readiness (Section 118) Report,” all
references deleted. This requirement was repealed by P.L. 101 -510.

Paragraph 80206.B.8.b. “Authorized Transportatlon Modes” includes
direction for tracing and recording small parcel shipments, -

Paragraph 80206.D.12. “Reconstitution of Lost FMS Shipping
Documentation,” change of address for Air Force.

Section 804, Clarification of DSAA countersignature requlrements for
amendments and modifications.

Section 901, “Eligibility,” total rewrite.

Table 902-3. “Loan Agréement,” Section 8.4 rewritten to comply with
Section 23(e) of the AECA.

Table 902-3A. “Grant Agreement,” Section 7.3 rewritten to comply with
Section 23(e) of the AECA. _

Table 1001-1, Notes 10 and 11 contain updated information regarding the
living allowance for guest instructors at USARSA, SCIATTS and IAAFA.
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CHAPTER 13

CHAPTER 14
APPENDIX E

APPENDIX F

INDEX

DOD 5105.38-M

Paragraph 130104.C.3. “Type of Assistance Codes,” Code V: FMSO
1I, Source of Supply “S.”

Table 1301-2, Number 14, FMSO I1, Source of Supply Code, S.
Table 1304-1, “Financial Annex,” new Paragraph 4.

Section 1400, “Special Defense Acquisitién Fund,” major réwrite.
Updated references and deleted reports repealed by PL 101-510.
New “Tranéportation Cost Look-Up Table.”

" Updated.

Change No. 3, 1 March 1991
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Date of . .
Chapter 7......cccoeiiiiiiiiiiiininnnn, “700-19 through 700-22.............. 1 Mar91 -
700-23 through 700-29.............. 2 Jul 90
TOL-1. i 2 Jul 90
701-2 through 701-5................. Initial
701-6 through 701-7 ................ .1 Mar91
701-8 through 701-11................ 2Jul 90
701-12 through 701-13 .............. 1 Mar 91
701-14 through 701-15.............. 2 Jul 90
701-16 through 701-17.............. 1 Mar 91
701-18 through 701-21.............. Initial
701-22 through 701-23.............. 2Jul 90
701-24 through 701-27.............. Initial
701-28 through 701-35.............. 2 Jul 90
701-36 through 701-39.............. Initial
701-40 through 701-41.............. 1 Mar 91
702-1 through 702-2................. 2 Jul 90
TO2-3 . 1 Mar 91
703-1 through 703-26................ 1 Mar 91
TO4-1. oo 1 Mar 91
704-2 through 704-5................. Initial
704-6 through 704-7.................. 2Jul 90
Chapter 8.......cocviiiiiiiiiinnnn. BO0-1.uiuiiiiiiiiiiiiiiiireeeea, 2 Jul 90
: , 800-1 through 800-2................. Initial
y 801-1 through 801-2................. 2 Jul 90
- 801-3 through 801-4................. 20 Oct 89
801-5 through 801-6................. 2Jul 90
801-7. et e Initial
B02-1. i Initial .
802-2 through 802-3................. 20 Oct 89
802-4 through 802-9................. 2 Jul 90
802-10 through 802-11.............. Initial
802-12 through 802-15.............. 1 Mar 91
802-16 through 802-19.............. Initial
802-20 through 802-21.............. 1 Mar 91
802-22 through 802-23.............. Initial
802-24 through 802-30.............. 2 Jul 90
S 803-1 2 Jul 90
804-1 through 804-4................. 1 Mar 91
804-5 through 804-10................ 2 Jul 90
804-11 through 804-12.............. 1 Mar 91
Chapter 9. 900-1..ciiiiiiiiiiiiiieeire e, 1 Mar 91
900-1 through 900-2................. Initial
900-3.. . 1 Mar 91
901-1 through 901-2................. 1 Mar 91
902-1.. i 1 Mar 91
902-2 through 902-3................. Initial
902-4 through 902-5................. 20 Oct 89
902-6 through 902-7 ................. 1 Mar 91
902-8 through 902-43................ 2 Jul 90
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Y Date of
' Chapter9.....cccoeviiiiiiiniininn.. 902-44 through 902-45.............. 1 Mar 91
902-46 through 902-61.............. 2 Jul 90
902-62 through 902-63............... 1 Mar 91
902-64 through 902-85.............. 2 Jul 90
903-1 through 903-3................. Injtial
Chapter 10.....cccoeiiiiiniinnnnenn. 1000-1 through 1000-iii............... 2 Jul 90
A 1000-1 through 1000-2.............. Initial
1001-1 through 1001-2.............. Initial
1001-3 through 1001-8.............. 20 Oct 89
1001-9 through 1001-11............. 1 Mar 91
1002-1 .o, 1 Mar 91
1002-2 through 1002-3.............. Initial
1002-4 ..., 2 Jul 90
1003-1 oo, 2 Jul 90
1003-2 through 1003-9.............. Initial
1003-10 through 1003-13........... 20 Oct 89
1004-1 through 1004-4.............. Initial
1004-5 through 1004-6.............. 2Jul 90
1004-7 ..o, Initial
1005-1 through 1005-3.............. Initial
1006-1 through 1006-2.............. Initial
1007-1 oo, Initial
1008-1 through 1008-3.............. Initial
. 1009-1 oo, Initial
) 1010-1 through 1010-6.............. Initial
Chapter 1l.....ccooiiiiiiniiinnnnnnnn. 1100-1 through 1100-2.............. 2 Jul 90
TI00-3 .o Initial
TI01-1 oo Initial
1101-2 through 1101-5.............. 20 Oct 89
1102-1 through 1102-2.............. Initial
Chapter 12....ccovviviiiiiinnnnnnn.. 1200-1 through 1200-12............. Initial
1200-13 through 1200-14........... 1 Mar 91
1200-15 through 1200-24........... Initial
1201-1 through 1201-2.............. Initial
Chapter 13......cciviiiiiiiiiininnnnn, 1300-i through 1300-ii............... 1 Mar 91
1300-1 .o 1 Mar 91
|1 0) R 1 Mar 91
1301-2 through 1301-5.............. 2Jul 90
1301-6 through 1301-7.............. 1 Mar 91
1301-8 through 1301-9.............. 2 Jul 90
1301-10 through 1301-13........... 1 Mar 91
1302-1 through 1302-8.............. 2Jul 90
1302-9 through 1302-10............. 20 Oct 89
1303-1 through 1303-2.............. 1 Mar 91
1303-3 through 1303-4.............. 20 Oct 89
1303-5 through 1303-6.............. 2 Jul 90
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Appendix C
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Date of
Page Numbers Latest Revision
1304-1 through 1304-4.............. 2Jul90 -
1304-5 through 1304-10............. 1 Mar 91
1305-1 through 1305-2.............. 1 Mar 91
1305-3 through 1305-6.............. 20 Oct 89
1305-7 coviniiiniiiiniiiiiea, 2 Jul 90
1306-1 ..o, 2Jul 90
1307-1 through 1307-2.............. 1 Mar91
1307-3 through 1307-4.............. 2Jul 90
1307-5 through 1307-6.............. 1 Mar 91
1307-7 through 1307-13............. 2 Jul 90
1308-1 through 1308-3.............. 2 Jul 90
1309-1 through 1309-2.............. 20 Oct 89
1400-1....ccoiii it 1 Mar 91
1400-1 through 1400 7. 1 Mar91
1401-1 oo, 1 Mar 91
1401-2 through 1401-3.............. Initial
1401-4 through 1401-7.............. 2Jul 90
1401-8 through 1401-9...... e Initial
1401-10 through 1401-11........... 20 Oct 89
1401-12 through 1401-13........... Initial
1401-14 through 1401-15............ 1 Mar 91
1401-16 through 1401-19........... 2Jul 90
1401-20 through 1401-21........... Initial
1401-22 through 1401-25........... 2 Jul 90
1401-26 through 1401-28........... Initial
1500-1 through 1500-4.............. Initial
1500-5 through 1500-6.............. 2 Jul 90
1500-7 through 1500-20............. Initial
1501-1 through 1501-20............. Initial
1502-1 through 1502-18............. Initial
1503-1 through 1503-21............. Initial
A-1 through A-11.................... 2Jul 90
B-1throughB-2.............cciii. 2 Jul 90
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B-9 through B-10..................... 20 Oct 89
B-11 through B-12................... Initial
B-13 throughB-14................... 2 Jul 90
B-15 through B-16................... Initial
B-17 through B-18................... 2 Jul 90
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C-1throughC-3.........oiiiniiens 2 Jul 90
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Date of
Page Numbers Latest Revision
D-1 throughD-2.....ccuveneennnn... 20 Oct 89
D-3throughD-4.........c.ccoeeaill 2 Jul 90
D-5 through D-8..............oceeeeee Initial
D-9 through D-16........cccuuuueeee 2 Jul 90
D-17 through D-18................... 20 Oct 89
D-19 through D-22.................... Initial
D-23 through D-30................... 2 Jul 90
D-31 through D-32................... Initial
D-33 through D-78................... 2 Jul 90
E-1 through E-8..........cccoiiiiie 2 Jul 90
E-9 through E-18..................... 1 Mar 91
E-19 through E-24.................... 2 Jul 90
F-1 through F-2..................... 20 Oct 89
F-3 through F-4...........cccccceoe. Initial
F-5 through F-9......cccoeiiiiiiiie 1 Mar 91
Index-1 through Index-11........... 1 Mar 91
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DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, DC 20301-2800

2 July 1990
Letter of Transmittal

Change 2 to the 1 October 1988 SAMM, attached, incorporates
refinements in several important areas. It is recommended that
you review the attachment as you collate it into the manual in
order to be better aware of the changes being included.

Information and guidance within the SAMM are never static.
Maintenance of a useful manual is a prerequisite to making U.S.

security assistance as effective as possible. We continue to
welcome suggestions, provided to DSAA as discussed in Chapter 1,

for improving the SAMM. .
S o \‘\ : : .
- Q \\J\—i\ ~ \_\AX\A 4“\\
\—/ N D —_—
CHARLES W. BROWN

‘ LIEUTENANT GENERAL, USK
. Attachment DIRECTOR

as



DOD 5105.38-M

SECURITY ASSISTANCE MANAGEMENT MANUAL (SAMM)
. FORMAL CHANGE NO. 2 INCLUDES THE FOLLOWING INFORMATION:

MAJOR CHANGES (by Chapter) are as follows:

CHAPTER 2

CHAPTER 6

CHAPTER 7

CHAPTER 8

Paragraph 20202.C.3.e., “Air Travel,” new paragraph.
Paragraph 20202.D., “Logistics Support,” new paragraph.
Table 202-1, “Part 121--The.United States Munitions List,” updated.

Paragraph 20301.C., “Transfer,” (third party transfer), rewritten (tighter
controls).

Table 600-2, “Eligible Countries/Organizations,” updated.

Paragraph 70002., “Background/Definitions.” Planning and Review
(P&R) terminology has been eliminated from Chapter 7 and other areas of the
SAMM. Previous references to P&R are now identified as Price and
Availability (P&A). The existing P&A data description has been deleted.
P&A data is now the “old” P&R data. Future FMS customer requests may be
for P&A data (for preliminary planning) or for an LOA.

Paragraph 70002.C.2.d. and 70002.C.3.b. The ordering period of a
BO or FMSO II LOA will normally be 12 to 36 months.

Paragraph 70003.A.1.e., new paragraph (LOR processing).
Table 700-6, “Major Defense Equipment List,” updated.

Paragraph 70103.H.3.a. and Chapter 8 (80101.B.), “Financial
Analysis,” rewritten. (Asset Use references deleted.)

Table 701-9, “DD Form 1513,” Paragraph W., Block (27), “Terms,”
rewritten. Block (20), “Delivery Term Code,” rewritten and expanded.

Section 702, “Program Management Lines.” New material. Provides

policy, guidelines, and procedures for the use of program management lines
in LOAs.

Table 802-1, “Potential Sources for Listing of Freight Forwarders.”
Formerly Table 802-2. The existing Table 802-1, “Foreign Countries and
International Organizations Authorized Receipt of DLA Excess Property
Listings” has been deleted. Table 802-3 has been renumbered as Table
802-2.

Section 804, “Amendments and Modifications.” Total rewrite.

Change No. 2, 2 July 1990



CHAPTER 9.

CHAPTER 10

CHAPTER 13

CHAPTER 14

CHAPTER 15

APPENDIX A
APPENDIX B
APPENDIX C
APPENDIX D
APPENDIX E
APPENDIX F
INDEX

DOD 5105.38-M

Paragraph 90006, “Third Party Transfers,” new paragraph.

Paragraph 90210, “Offshore Procurement,” rewritten and expanded.

Paragraph 100213, “Financing of Student TLA Under an LOA,” new
paragraph._

This chapter has numerous changes as noted by asterisks in right-hand margin
of each page. Of particular note are:

Paragraph 130104.B.4., “Waiver of Administrative Charges for NAMSA
FMS Programs,” new paragraph.

Paragraph 130104.C.2.a. (7), “FMS Credit (Non-Repayable),”
Terms of Sale paragraph.

Paragraph 130202.b., “SAO Budget,” rewritten (military personnel
COSts).

Paragraph 130202.C.1.b.(3).(g)., “Acceleration of Civilian Personnel
Costs,” re»'vri;ten. _

Paragraph 130401.G., “Advance Collection for TL,” new paragraph.

Paragraph 130401.H., “Purchaser Request for Payment Schedule

Review,” new paragraph.
Paragraph 130602, “Disbursement Documentation,” new paragraph.

Paragraph 130705.E., “Asset Use,” rewritten.

‘ Paragraph 140109.A.3.e.,' new paragraph (fair pricing waivers).

Table 1500-1, “Letter of Request Format-Transaction Type S1.” New
paragraph, “Guxdelmes For LOA Descriptions-FMS 1200 System” added at
end of table.

Updated.' /

Selected topics have been added and/or redefined.

Updated. }

Updated. |

Updated. Price and Availability Report (RCS: DSAA(Q) 1138) revised.
Updated

Updated.

‘Change No. 2, 2 July 1990
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Date of
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DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, DC 20301-2800

20 October 1989
Letter of Transmittal

Change 1 to the 1 October 1988 SAMM includes a number of
guidance adjustments which have been published in messages or
other correspondence. It also includes major changes, such as a
revised financial management section, that were coordinated with
the offices which have primary responsibility for the areas
involved. Those who refer to the SAMM frequently may wish to
review the attachments prior to collation into the manual in
order to be better aware of all changes incorporated therein.

Guidance within the SAMM is adjusted continuously. Due to the
necessity to establish a cutoff date in order to stabilize
information for publication, changes with which you are familiar
may not be included. A revision to the Special Defense
Acquisition Fund section, now being coordinated, is one example.
Those changes will be added following final approval and merger
into the publication process.

As legislation, policy, and management processes pertaining
to Security Assistance continue to mature, each person using the
SAMM should consider its accuracy and general utility to be an
integral part of the management of our programs.  Suggestions for
improving the manual are welcome and may be provided to DSAA as

discussed in Chapter 1.

CHARLES W. BROWN
LIEUTENANT GENERAL, USA
DIRECTOR
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SECURITY ASSISTANCE MANAGEMENT MANUAL (SAMM)
FORMAL CHANGE NO. 1 INCLUDES THE FOLLOWING INFORMATION:
INTERIM CHANGE INCORPORATED:
Number Subject

88-1 ‘... add Bolivia to the list of foreign countries and international organizations
authorized receipt of DLA excess property listings .. ..”

D D D:

1-015365/88 Update the TrariSportation Cost Look-Up Table, Appendix F.

1-017475/88 Sole Source Documentation Procurement in Security Assistance (Append sole
source requests to LOAs by use of a DD Form 1513-2).
MAJOR ADDITIONS/DELETIONS (by Chapter) are as follows:

- CHAPTER 5  Singapore added to Table 503-5, “Equivalent Foreign and International Pact

Organization Security Classifications.”

CHAPTER 6  Paragraph 60003.D., “Proper Use of Materiel.” The existing paragraph has
been rewritten and expanded. The subject concerns the utilization of defense
articles and services acquired through the sale or lease from the United States
and specifically discusses methods of disposal.

Added Paragraph 60203, “Guidelines For Industry Interface with SAOs.”
The subject concerns representatives of U.S. industry, recognition of
overlapping DOD and commercial interests, and shows actions which U.S.
commercial marketers may take when working with SAOs.

CHAPTER 7 Table 700-2, “Memo—Subject: Securify. Assistance Request for MDE.”
Table has been revised.

Table 700-6, “Major Defense Equipment List.” Table has been revised.
Section 702, “Financial Principals and Procedures,” has been reformatted and
relocated to Chapter 13. Table 702-6, “Case Management Line Supporting
Information,” was deleted.

CHAPTER 8  Paragraph 80102.C.2, “LOA Amendment,” has been rewritten and re-titled,

“LOA Amendment or Modification.” The subject concerns sole source
procurement.

Section 803, “Performance Reporting and Case Closure,” has been
reformatted and relocated to Chapter 13.

Change No. 1, 20 October 1989
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CHAPTER 9  Chapter 9 now includes three types of financing agreements: a DOD Guaranteed
Loan Agreement Issued by the FFB, a Loan Agreement and a Grant Agreement
with their required Annexes and Exhibits.

Paragraph 90209, “Direct Commercial Purchases” has been rewritten.

Table 902-3, “DOD Direct Loan Agreement” has been re-titled “Loan
Agreement"” and includes the following: three new paragraphs concerning the
borrower have been added to Section 5, “Covenants”; a major change to Annex
111, “Repayment Procedures;” and a rewrite of Exhibit B, “DSAA Requirements
for Documentation to Support Requests for Advances.” -~ = .

. Added Table 902-3A, “Grant Agreement,” with multiple Annexes and
Exhibits.

Table 902-5, “DSAA Sample Letter to Suppher Approving Use of FMS Loan
Financing for Direct Commercial Purchases,” has been rev1sed

Table 902-7, “Contractor's Certification and Agreement with DSAA,” has
been revised and expanded.

CHAPTER 10 Paragraph 100102.T., “Excessive High Cost Training,” has been revised
with a change in the dollar threshold for high cost training.

. Table 1003-1, “Invitational Travel Order (ITO)” has been replaced with the
April 1987 version of the form. .

CHAPTER 11 Paragraph 110104.B.4., “Packing, Crating, and Handlrng_ (PCH) Charg'es
' for Redistributable Property” has been revised.

CHAPTER 1 3 The title has been changed from,“Security Assistance Program Administration”
to “Financial Principles and Procedures.” The new Chapter 13 includes
information from the former Chapter 13 and former Sections 702 and 803. It

“has been organized along lines similar to the DOD 7290.3-M, FMS Financial
Management Manual.

Appendixes A, B,C, and D include a few changes.

Appendix F, “Transportation’ Cost Look-up Table” has been revised and
updated.

INDEX Index has been reaccomplished.

MISCELLANEQUS EDITORIAL CHANGES

This change also includes miscellaneous editorial revisions to correct errors resulting from the
reformatting of the previous SAMM.
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The following page changes to DOD 5105.38-M, Security Assistance Management Manual are
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DEFENSE SECURITY ASSISTANCE AGENCY

WASHINGTON, DC 20301-2800

1 Oétober 1988
Letter of Transmittal

This Security Assistance Management Manual replaces the April 1984 edition of the SAMM,
including nine changes, which should be destroyed.

The revision differs from the previous edition of the SAMM in three substantial areas:
1. Interim changes, approved since Change 9 was published, have been added.

2. The SAMM has been reformatted to make it easier to locate, and to identify the
location of, information. This includes modification of the previous chapter, section, paragraph,
and table numbering system; figures have been discontinued, previous figures are now tables;
addition of dictionary-style paragraph identification on each page; restructuring the Table of
Contents to show a master Table plus a detailed Table of Contents preceding each chapter; and
expansion of the Index.

3. The Manual has been edited to improve continuity. As examples, the use of
upper and lower case print is now more consistent, the list of acronyms in Appendix A has been
expanded to better correspond with usage in the Manual, and sentence structure has been

standardized. |
The SAMM is the primary instrument for dispensing the guidance necessary for
implementation of pertinent United States legislative and foreign policy initiatives. Supplement-

ation of the Manual should be undertaken sparingly, to compensate for unique circumstances
within the supplementing agency, and only after consideration of a change to the SAMM itself.

The Defense Security Assistance Agency will continue to welcome comments to make this
Manual a more useful tool in managing the multi-faceted Security Assistance Program. -

QAR (Y~

CHARLES W. BROWN
Lieutenant General, USA
Director



Synopsis of Policy Changes in the Revised SAMM

The following are the most substantial changes:

Subiect of Change

Chapter Basis
6 Repair and Replacc Program Change 88-04
6 Issuing DOD Stocks Below .Reorder Point Change 88-05
6 SAO-Industry SA Relations USDP 131908ZAUGS8
6 Non-U.S. Administrative Support Costs USDP 241600ZAPR&1
6 Add "Sao Tome and Principe" Pres. Determination 88-17
7 Retransfer Limitations Change 88-02
7 Administrative Charges (Case Cancellations) MILDEPs/DLA/DSAA
7 Non-Standard Support MILDEPs/DLA/DSAA
7 Rescind Case Management Policy DSAA1-18975/88
8 MTMC Single POC, Reconstitution of
Lost Shipment Documents Change 87-03
8 Agents' Fees, Saudi Arabia Change 88-06
8 Argentina as Excess Property List Recipient Change 88-07
8 FMS Shipment to Canada DSAA 1-00074/88
8 FMS Case Closure’ MILDEPs/DSAA
8 Packaging-Marking MILSTD Change Army/DSAA
8 Financing RODs Table MILDEPs/DSAA
9 FMS Credit, Direct Loan Agreement Table DSAA
10 Complete Revision, (Changes Throughout) MILDEPs/DSAA
11 Disposal of MAP Property DSAA
13 C-12 Aircraft Management Change 88-03
14 Cooperative Projects Change 88-01
14 Release of Technical Data DSAA 1-01898/88
14  Coproduction Agreements DSAA 1-03586/88
App. F  Transportation Cost Look-Up (Table F-3) DSAA 1-04092/87

M



SECURITY ASSISTANCE MANAGEMENT MANUAL

Record of Transmittals

I March

V. Moyzis

Transmittal Date of " Date
Number Transmittal inserted Signature
1 20 October 89 1 November |V. Moyzis
2 2 July 90 30 August V. Moyzis
3 I March




FOREWORD *

The Security Assistance Management Manual (SAMM)
provides, in a single volume, information and instructions
needed at all levels within the Department of Defense to carry
out responsibilities of the Secretary of Defense for
administering U.S. Military Assistance and Foreign Military
Sales Programs and related activities. Subjects unique to these
programs are covered 1in detail; those affecting program
administration, but which are of general application to other
DOD programs, are referenced and summarized if appropriate.
The SAMM has been structured to capitalize on the flow of
security assistance functions and take advantage of the fact
that many of the topics have a natural interrelationship and
corresponding logical interaction.

User suggestion for improvement to the SAMM, both as to
coverage and arrangement, are solicited. Specific suggestions
should be addressed to the Defense Security Assistance Agency.
(DSAA), Operations Directorate.

Change No. 2, 2 July 1990
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‘ Chapter Six--Military Export Sales Policies and Considerations

Section 600 - Policy and Background 600-1
60001 Purpose 600-1
60002 Background 600-1
60003 Policies 600-5

Section 601 - Contractor Preference for Direct Commercial Sales 601-1

' 60101 Purpose 601-1
60102 General 601-1
60103 Guidelines 601-2
60104 Commercial Source Responsibilities 601-3
60105 DSAA Component Responsibilities 601-3
60106 Procedures for Processing Industry Requests for Direct

Section 602 - SAO-Industry Relations 602-1
60201 Purpose 602-1
60202 SAO Guidelines 602-1
60203 Guidelines for Industry Interface with SAOs 602-3

Chapter Seven--Preparation and Processing of
FMS Cases
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70001 Purpose 700-1
70002 Background/Definitions 700-1

‘ - 70003 Procedures 700-5

Section 701 - Preparation and Processing of FMS
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70101 Purpose 701-1
70102 Policy 701-1
70103 Procedures ‘ 701-1
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70201 Purpose 702-1 -
70202 General 702-1
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70204 Procedures 702-2
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70301 Purpose 703-1
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Section 704 - Case Management _ 704-1
70401 The Scope of Case Management ' . 704-1 ;
70402 Case Management Authonty, Responsibility, Accountablhty
and Control 704-1
70403 Reporting Requirements ‘ 704-4
70404 The Case Manager’s Role in the Assignment of Tasks 704-4
70405 Performance Specifications and Measurement Standards 704-5
70406 Formal Training to Meet Special Requirements of the
Case Manager. 704-5

t

Chapter Eight--FMS Case Performance
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80002 Execution v 800-2
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80101 DOD Regulations and Procedures 801-1

80102 FMS Customer Requests for Specific Source 801-2
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90005 Classified Materiels 900-3
90006 Third Party Transfers 900-3
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I ’

X Change No. 3, 1 March 1991



DOD 5105.38-M
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CHAPTER ONE
INTRODUCTION TO SECURITY ASSISTANCE

Section 100 - Manual Purpose and Structure

10001 PURPOSE. DOD 5105.38-M, SAMM, has been published to establish policies and
procedures required to carry out the management of security assistance in accordance with the FAA
1961, as amended; the AECA, 1976, as amended; and other applicable statutes and directives.

10002 ORGANIZATION. The Manual has been organized to follow the logical steps asso-
ciated with the various processes that occur in security assistance management.

A. Major related categories of information are organized by chapter. Categories within each
chapter are refined at the section level. These sections within individual chapters are numbered

sequentially. For example, Chapter 1 contains sections 100 and 101; Chapter 2 contains sections
200, 201, 202, etc.

B. It should be noted that the organization of the chapters is such that closely related topics
are brought under one heading while still retaining the unique, though interrelated, characteristics
addressed in the separate sections of the chapter. Through this arrangement the reader has an
opportunity to review the contrasts and comparisons of each related topic, thereby enhancing the
understanding of each process and its inherent procedures.

10003 CHAPTER IDENTIFICATION SYSTEM.

A. Within a chapter's sections, paragraphs are numbered consecutively with a five or six
digit number consisting of the section number and a two-digit paragraph identifier. For example,
the first paragraph in the first section of Chapter One is numbered 10001, and the next paragraph is
numbered 10002. Similarly, the first paragraph in the next section of Chapter One is numbered
10101. Subparagraphs and subdivisions thereof are identified, in turn as necessary, by upper-case
letters, arabic numerals, lower-case letters, arabic numerals in parentheses, lower-case letters in
parentheses, underlined arabic numerals and underlined lower-case letters. Thus, a subparagraph
might be referred to as subparagraph 10001.A.1.a(1)(a)l.a.

B. Page numbers consist of a two-part number. The first part will be the section number
and the second part will be the applicable consecutive arabic numeral (e.g., 100-1, 100-2, etc.). In
the event changes to the Manual require the insertion of a page between two consecutively
numbered pages, decimal suffixes will be used (e.g., 100-1.1, 100-1.2, etc.).

C. Table numbers consist of a two-part number. The first part will be the section number

and the second part will be an arabic number assigned to the table; e.g., Table 100-1 is.followed by
Table 100-2, etc.

D. Appendix numbers consist of a two-part number. The first part will be the consecutive
letter of the alphabet and the second part will be the page number (e.g., Appendix A page numbers
will appear as A-1, A-2, A-3, etc.)

mgmg APPLICABILITY. The provisions of this Manual apply to OSD, its separate
agencies, the MILDEPs, Unified Commands and their agencies, SAOs, the Orgamzatlon of the
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Joint Chiefs of Staff (OJCS), and all other Defense agencies (hereinafter referred to collectively as
"DOD Components") engaged in the management or implementation of security assistance.

10005 OBJECTIVES. The general objectives of the Manual are to:

Assure full compliance with the legislative authorities of the FAA, AECA, and other
relevant statutes.

Provide an organized compilation of related guidance and procedures.

Facilitate its use as a practical management tool.

Provide a definitive cross-index for ease in its use. _

Provide cross-references to other applicable directives and regulations, where appropriate.
Ensure compliance with all policies, procedures, and management reporting requirements.

10006 BASIC ISSUES AND CHANGES.

Amgaw >

A. The Manual, published in a loose-leaf format, is designed to accommodate changes to
policy and procedures with minimum effort.

B. The Defense Security Assistance Agency (DSAA) is responsible for determining and
developing all changes to the Manual. Two types of changes are involved--interim and formal.
Interim changes will be made through a DSAA message (TWX) or memorandum format. A formal

change, published as required, will incorporate all applicable interim changes issued during the
immediate preceding period. :

C. Formal changes, sequentially numbered and dated, will be made to the extent feasible by
the reissuance, addition or deletion of complete pages. Lines that are being changed will be
indicated by an asterisk (*) in the margins. If a complete rewrite of a paragraph or subparagraph,
or the addition of a new paragraph or subparagraph is involved in the pages reissued, only the first
line of such paragraph or subparagraph will be annotated with a double asterisk (**).

10007 __DISTRIBUTION. The Manual and formal changes thereto will be distributed to DOD
activities by the Defense Institute of Security Assistance Management (DISAM/DIR), Wright-
Patterson Air Force Base, Ohio, 45433-5000. Distribution within each MILDEP; i.e., Army,
Navy, and Air Force, will be provided through each MILDEP's publications distribution system.
The respcctwe points of contact are:

Navy: Navy Office of Technology Transfer and
Security Assistance
ATTN: TTSA-04B2
U.S. Department of the Navy
Washington DC. 20360-5000

Army: Department of the Army
Deputy Chief of Staff for Logistics
Security Assistance Policy Coordinating Office
ATTIN: DALO-SAA
Rm 3D560, The Pentagon
Washington DC 20310-0512

Air Force: Publication Distribution Center
2800 Eastern Blvd.
Middle River
Baltimore, MD 21220-5000

100-2




10008. DOD 5105.38-M

Such distribution will be in accordance with addressee lists developed and provided by the DSAA
Comptroller, Office of FMS Control Division, Washington DC, 20301-2800. Requests for
commercial purchases of the SAMM should be directed to the Defense Institute of Security
Assistance Management, DISAM/DIR, Building 125, Area B, Wright-Patterson AFB OH 45433-
5000.

1 INTERPRETATI RECOM DATI D IATI .

Requests for clarification or interpretation of, or changes to, the provisions of this Manual should
be submitted through security assistance management channels to the DSAA (ATTN: DSAA/OPS-
E), Washington DC, 20301-2800. Any guidance contained in this Manual that appears to be in
conflict with other DOD issuances or governing statutes and regulations should be reported to
DSAA/OPS-E. Deviations from the policies presented in this Manual may not be implemented

without the explicit prior approval of the Director, DSAA, based upon justified requests from the
components of the DOD.

10009 EFFECTIVE DATE AND IMPLEMENTATION. The provisions of this Manual
are effective upon date of transmittal.

100-3
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Section 101 - Rationale and Scope

10101 PURPOSE. This section summarizes the rationale and scope of the SA program.
1 I T '

A. Security assistance has historically played a prominent role in foreign and defense
policy. The SA Program is an essential complement to the overall U.S. defense effort. When we
directly assist other nations in meeting their defense requirements, we also make a contribution to
our own security. -

B. Security assistance represents a most visible aspect of our foreign and defense policy in
that its implementation results in tangible evidence of U.S. interests and presence. Such evidence
is represented by the delivery of defense weapon systems to friendly foreign governments; by the
numbers of international military students in U.S. service schools; by U.S. personnel advising
other governments in increasing their internal defense capabilities; and by providing guidance and
assistance in establishing a practical infrastructure and economic base through which regional
stability can be achieved and maintained.

10103__SA SCOPE.

A. Security assistance, defined in its simplest terms, concerns the transfer of military and
economic assistance through sale, grant, lease, or loan to friendly foreign governments. Transfers
are carried out under the principle that if they are essential to the security and economic well-being
of such governments and international organizations, they are equally vital to the security and
economic well-being of the United States.

B. SA consists of the following major programs:
1. Programs administered by the DOD:
a. FMS;
b. FMS Financing;
c. MAP;
d. IMET.
2.  Programs adrr‘ilinistered by the Department of State:
a. ESF, |
b. PKO;
c. Commercial Export Sales licensed under the AECA.
10104  IMPLEMENTATION. DOD administers and manages all transactions that involve
the transfer of defense articles and services. In this regard, SA is an integral element of the DOD
mission. The development and execution of the program shall be accorded the same high degree of
attention and efficiency as other DOD programs. To the extent practical, security assistance

requirements shall be integrated with other DOD requirements and implemented through the same
DOD systems, facilities, and procedures.
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20001,
CHAPTER TWO
MAJOR STATUTORY AND POLICY PROVISIONS
Section 200 - General
20001 PURPOSE. This chapter highlights the fundamental legal authorities and restrictions

that apply to the components of the overall security assistance program managed by the DOD.
20002 BACKGROQUND. MAP and IMET are grant aid programs administered under the

authority of the FAA of 1961, as amended. FMS is made under the authority of the AECA, 1976,
" as amended.

A. The Administration annually makes specific requests to Congress for the SA budget and
any legislative amendments necessary to meet changing requirements. The Congress reviews the
Administration's request and then appropriates the funds, and enacts such amendments deemed
appropriate for carrying out the program. Standing authorizations relate to:

‘ 1. The sale of defense articles, services, and training (FMS).
The sale of design and construction services (FMCS).
The extension of direct and guaranteed credit in connection with sales (FMSCR).
The lease of defense articles.

The transfer of MAP funds to the FMS Trust Fund.

I O

The provision of grant training under the IMET Program.

7. The fumishing of defense articles, defense services, and training as grant aid from
DOD resources (FAA Section 506 drawdown).

B. Appropriations. Appropriations must be obtained from the Congress for paragraphs
3., 5., and 6. of the above USG-financed program authorizations. Appropriations also are
requested to reimburse DOD for the value of items furnished under FAA Section 506 drawdown.

C. CRA. In the event that the regular foreign aid appropriations are not legislated prior to

the beginning of the fiscal year, essential FMSCR, MAP, and IMET activities are usually carried
out under a CRA which constitutes temporary or stop-gap appropriations made by the Congress.
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20201.

~Section 201 - Grant Aid

20101 GENERAL. Grant aid is furnished through programs for MAP and IMET.
20102 MAP.
A. General authority and conditions of eligibility appear in Chapter 2 of the FAA.

B. The drawdown program includes furnishing defense articles, defense services, and
training by drawdown of DOD resources under emergency conditions and procedures as set forth
in Section 506, FAA. Procurement is not authorized under this provision. Refer to Chapter 11 for
appropriate details. ' ‘

C. Except for administrative costs and the close-out of country programs initiated prior to

FY 1982, funded programs are implemented under the provisions of Section 503(a)(3) which

- permits the transfer of MAP funds to the countries' FMS trust accounts. Articles, services, and

training acquired with such funds are indistinguishable from other FMS acquisitions and thus are
treated identically.

20103 IMET. The IMET program is operated as a discrete grant aid program under unique

policies and procedures. Refer to Chapter 10 for details.
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20201.

Section 202 - FMS

20201  LEGISLATIVE AUTHORITY FOR FMS.
A AE.CA._IB_Zﬁ._as_am&nd.ed

1. Eligibility. No defense articles or defense services may be sold or leased to any
country or international organization under the AECA unless the President finds, in accordance
with Section 3 thereof as amended, that:

a. The furnishing of defense articles and defense services to such country or
international organization will strengthen the security of the U.S. and promote world peace;

b. The country or international organization shall have agreed not to transfer title
of, or possession of, any defense article or related training or other defense service so furnished to
it to anyone not an officer, employee, or agent of that country or international organization, and not
to use or permit the use of such article or related training or other defense service for purposes
other than those for which furnished unless the consent of the President has first been obtained,

c. The country or international organization shall have agreed that it will maintain
the security of such article and will provide substantially the same degree of security protection
afforded to such article by the U.S.; and

d. The country or international organization is otherwise eligible to purchase or
lease defense articles or defense services. The countries or international organizations found
eligible to purchase or lease defense articles or defense services under the Presidential finding are
also subject to other provisions of the AECA.

2. List of FEligible Countries. The current list of eligible countries and

international organizations determined by the President is provided in Chapter 6 of this Manual.

3. Presidential Determination. The President must determine the eligibility of the

prospective purchaser on the basis that sales will strengthen U.S. security and promote world
peace [AECA, Sec. 3(a)(1)].

4. ignati f Defen rticl ices. The terms "defense article"
and "defense service" are defined by AECA, Sec. 47, for purposes generally of the AECA,
including FMS and leases. However, for the purposes of direct commercial exports, the President
is authorized [AECA, Sec. 47(7)] to designate those items which shall be considered defense
articles and defense services, and to promulgate regulations for control of the export and import of
such articles and services. The items so designated shall constitute the United States Munitions
List [AECA, Sec. 38(a)]. Items in categories which are asterisked on this list are considered SME.
A copy of the U.S. munitions list is enclosed at Table 202-1.

5. Secretary of State Approval Authority. The Secretary of State shall be
responsible for determining whether there shall be a sale to a country and the amount thereof,
whether there shall be a lease to a country, and whether there shall be delivery or other
performance under such sale or lease of export to the end that sales, leases, and exports are

integrated with other U.S. activities and that the foreign policy of the U.S. is best served thereby
[AECA, Sec. 2(b)].

6. Arms Control. Arms control consequences must be taken into consideration
when evaluating any FMS sale [FAA, Sec. 511; AECA, Sec. 38(a)(2); AECA, Sec. 42(a)(3)].
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Decisions to issue licenses or approve sales under the Arms Export Control Act or to furnish
military assistance under the FAA of 1961, as amended, shall be made in coordination with the
Director of the Arms Control and Disarmament Agency and shall take into account the Director's
opinion on the extent to which such exports, sales, or assistance will contribute to an arms race,
increase the possibility of outbreak or escalation of conflict, or prejudice the development of
bilateral or multilateral arms control arrangements.

7. Atomic Energy Act and Major Ship [ransfers. Provisions of the Atomic
Energy Act of 1954, as amended, and title 10 USC 7307 requiring separate legislation for major
ship transfers are unaffected by the AECA, Sec. 44. (See Paragraph 20302 of this chapter for
futher discussion.)

8. Sources of Sales Materiel. Defense articles or services may be sold from the
stocks of the DOD, or the DOD may enter into contracts for procurement of defense articles or
defense services for sale to eligible foreign countries or international organizations (AECA, Secs.
21 and 22).

9. f Fun rocuremen i ni
FMS credit funds may be used for procurement outside the U.S. only if the President determmes
that such procurement will not result in adverse effects upon the U.S. economy or the industrial

mobilization base [AECA Sec. 42(c)]. Prior consultations with DSAA and with the Departments
of State and Treasury are required.

ion D nn ili Expendi . Further sales,
credits, and guaranties shall be terminated to any economically less developed country which
diverts economic aid, or its own resources to unnecessary military expenditures, to a degree which
materially interferes with its development (AECA, Sec. 35). Existing sales, credits, and guaranties
need not be terminated.

11. Prohibition Against Discrimination, Intimidation or Harassment. No
sales will be made and no credits or guaranties extended to, or for any country whose laws,
regulations, official policies, or governmental practices prevent any person from participating in the
furnishing of defense articles or defense services on the basis of race, religion, national origin, or
sex. No sales will be made and no credits or guaranties extended to any country determined to be
engaged in'a consistent pattern of acts of intimidation or harassment directed against individuals in
the U.S. (AECA, Secs. 5 and 6).

20202 POLICIES.
A. General.
1. Basic Sales Policy. In Chapter 1, Section 1 of the AECA, the Congress:

a. Recognized the increasing cost and complexity of defense equipment and the
continued need for international defense cooperation to maintain peace and security;

b. Established the pohcy that sales will facilitate the common defense by entering

into international arrangements with friendly countries on projects of cooperative exchange of data,
research, development, production, procurement, and logistics support to achieve national defense
requirements and objectives of mutual concern;

c. Declared that the AECA authorizes sales that further U.S. security objectives to

friendly countries to equip their forces with due regard to the impact of sales on.social and
economic development and on arms races; and
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d. Declared the sense of the Congress that all such sales be approved only when
they are consistent with U.S. foreign policy interests.

B. Materiel Transfer Policy.

1. Use of FAR and DOD FAR Supplement. When procuring for a foreign

government, DOD will apply the same contract clauses and contract administration as it would use

in procuring for itself, except where deviations are authorized in the DOD FAR Supplement. If a

- sole source procurement requested by a foreign government appears to be motivated by objectives

in conflict with this requirement or with any U.S. legislation, the request must be forwarded to the

DSAA, which may forward the request to'the Department of State for consideration. No LOA in
. such cases will be issued without approval of the Director, DSAA.

2. EMCS. In addition to sales of defense items and defense services, the DOD may
sell design and construction services to eligible foreign countries or international organizations
(AECA, Sec. 29). Such sales are treated as AECA sales, but in a separate category from FMS.

3. Proper Use of Materje]l. Consistent with its resources and the situation
prevailing in country, the designated U.S. SAO is responsible for supervising and reporting on the
utilization by the foreign country of defense articles and services acquired through FMS or leased
to the recipient by the DOD.

4. Diversion of Materiel. DOD policy calls for a determination to be made that the
sale of a defense item will not degrade U.S. defense efforts by taking needed equipment from U.S.
stocks (withdrawals), or by disrupting deliveries of critical items from production for U.S. forces

(diversions), unless security or foreign policy requirements are such that sale of the item is in the
overall U.S. national interest.

5. Insurance. Purchasers will self-insure FMS shipments or obtain commercial
insurance without any right of subrogation of any claim against the United States. In extraordinary
situations, and upon specific request by the purchaser and receipt of written authorization from the
purchaser for the designated departmental procurement activity to act as the agent of the purchaser
to obtain pricing quotes and, if necessary, procure the insurance requlrcd insurance may be
obtained by the military department concerned and billed as a separate line item on DD Form 1513.
For FMS cases already implemented, authorized insurance coverage can be added by amendment.
Whenever a MILDEP does provide these services to a purchasing country or organization, it
should obtain insurance from a U.S. insurance firm if possible, and in any event it should point
out that this is an exceptional arrangement, and should encourage and assist the purchaser to make
its own arrangements for insurance for subsequent cases.

6. Delivery Commitments. The availability data set forth in FMS cases which
have been properly accepted and funded by the purchasing country or international organization
constitute commitments by the U.S. Fulfillment of these commitments is an important measure of
the good faith of the U.S. in dealing with its friends and allies. Accordingly, all DOD components
shall assure that FMS delivery commitments are fully coordinated, and that the material conforms
to the standards on the LOA, and can be delivered in the agreed time period. Cases where
proposed sales involve the delivery of major equipment which is in relatively short supply, or in
less than procurement lead time, or which the military departments determine to be in conflict with
U.S. requirements, shall be referred promptly to the DSAA. In this matter, early awareness of
foreign requirements which generate production/delivery conflicts will enable the DOD to establish
the most favorably attainable delivery schedule.
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7. Materiel Standards. It is DOD policy that defense articles offered and sold to
foreign governments and international organizations should reflect favorably upon the United
States. Therefore, defense articles offered and sold under FMS will normally be new or unused,
or as a result of rehabilitation, possess original appearance insofar as possible, and, as a minimum,
have serviceability standards prescribed for issue to U.S. forces. If the customer country desires
exclusively new end items of equipment, this requirement will be stated in the LOA. If the
customer desires to purchase "as is/where is," this will also be stated in the LOA.

8. Procurement in Foreign Countries. Unless dictated by overriding logistics

considerations approved by the SECDEF, the DOD will not enter into sales arrangements which -

entail commitments for DOD procurement in foreign countries.
C. FKinancial Management.

1. Rg_c_ngu_Q_f_CQsL The FMS program must be managed at no cost to the USG
(w1th certain exceptions specifically covered by law), while insuring prompt and complete service
to the customer. This requires a thorough understanding of procedures for pricing items or
services furnished, administering FMS cases, and reporting of deliveries of materiel or services.
The LOA agreement makes it mandatory for the purchaser to pay for the full value of the
transaction, regardless of terms of sale specified for the individual case.

2. Payment in U.S. Dollars. Sales may be made under FMS only if the eligible
purchaser agrees to pay in U.S. dollars (AECA, Secs. 21 and 22). Payment in kind (barter) is
authorized by Section 21(h) AECA under the limited circumstances specified therein.

3. Credits.
a. Use of Credit for Essential Items. Credit and credit guaranties under the

AECA will be used only to assist countries in acquiring essential items which cannot reasonably be
financed by other means and normally will be used only to finance investment requirements.

b. e of Concessionary Credit Terms. Concessionary credit terms (i.e.,
interest rates less than cost of money to the USG) will be granted only when determined by the
President (Sec. 23, AECA).

c. Repayment of Credit. FMS credits must be repaid in U.S. dollars within
12 years after the loan agreement has been signed on behalf of the USG (Sec. 23, AECA), unless
otherwise provided for by U.S. law.

d. Use of Credit Payments. Cash received from FMS and from repayments
of FMS credits shall not be used for financing new credits or guaranties. (Sec. 37, AECA).

e. Air Travel. Military and civilian individuals who are traveling to and from a
foreign country on SA business, whether the travel is financed by FMS administrative funds, FMS
LOA funds, or FMF funds, should utilize a U.S. commercial air carrier, unless one of the two
exceptions described below applies. In the absence of one of these exceptions, the SA traveler is
required to use the same commercial carrier, routing, and class of service that the transportation
- officer requires of other DOD travelers. Waivers from normal travel procedures will be granted SA
travelers on the same basis and in the same manner as provided for DOD personnel traveling on
regular defense business. The following exceptions to this general guidance apply:

(1) Members of the U.S. Military Training Mission (USMTM) to Saudi

Arabia and some other FMS-funded organizations in Saudi Arabia have been granted blanket.
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authority to travel first-class within country on Saudi Airlines. This is necessary because only a
first-class ticket guarantees a seat on Saudi Airlines.

(2) In those instances where (a) the travel is being charged to a specific FMS
LOA which is wholly financed with customer national funds and (b) the LOA provides for the
utilization of a designated air carrier whenever possible and authorizes a class of service other than -
economy (or the FMS customer has dictated these travel arrangements in a separate written
document such as a memorandum of agreement, etc.), the military or civilian traveler is expected to
comply with the contractual arrangement. (Note: Insertion of designated foreign air carriers in
new FMS LOAs wholly financed with customer national funds is discouraged unless the customer
insists.)

4. Emanmnz_Qf_SaLed

a. U.S. Guarantjes. Financing by any individual, corporation, partnership, or
other judicial entity doing business in the U.S. (excluding USG agencies other than the Federal
Financing Bank) may be guaranteed by the USG if such financing is in connection with FMS or
FMCS or direct commercial sales of defense items. Fees shall be charged for such guaranties.
(Sec. 24, AECA)

b. Export-Import Bank.. Export Import Bank financing of sales of defense
items to economically less developed countries is prohibited. (Sec. 32, AECA).

D. Logistics Support

1. DOD considers the support of U.S. origin defense articles to be critical to the
success of the SA Program.

2. Systems in use with U.S. forces will be supported through the normal procurement
system of the MILDEP (also see Paragraph 60003.F).

3. When a system is to be phased out of the DOD inventory, countries which have
acquired the system under FMS will be given the opportunity to determine support item
requirements and to place final orders designed to maintain the capabilities of the system through
the remainder of its service life. These orders will be consolidated to ensure the most economical
final buys (also see Section 80205).

4. DOD will take reasonable steps to support systems which are not used by U.S.
forces. This policy may also apply to items which were never adopted by U.S. forces.

a. Support should be provided for these items when mutually satisfactory
arrangements can be made with the country involved and supply sources are available.

b. Support items which continue to be stocked, stored, and issued due to common
application with end items remaining in use should continue to be routinely provided even though
supported end items may have been acquired commercially or system support buyout has been
completed.

c. As an exception to policy, special efforts should be made to support non-
standard items, whether acquired commercially or through FMS, when circumstances dictate these
efforts in order to best service U.S. interests (also see Paragraph 70002.C 4).
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TABLE 202-1 |
Part 121 -- The United States Munitions List

[Extracted from International Traffic in Arms Regulations (ITAR), printed in 22 Code Federal
Regulations (FR). 120-130 by Department of State, Office of Munitions Control,
November 1989.]

Enumeration of Articles

Sec.

121.1  General. The United States Munitions
List.

121.2  Interpretations of the United States Mu-
nitions List.

121.3  Aircraft and related articles.
121.4  Amphibious vehicles.

"121.5 Apparatus and devices under Category

1V(c).

121.6 Cartridge and shell casings.

121.7 Chemical agents.

12{.8 End-items, components, accessories, at-
tachments, parts, firmware, software and
systems. :

121.9  Firearms.

121.10 Forgings, castings and machined bodies.

121.11 Military demolition blocks and blasting
caps.

121.12 Military explosives.

121.13 Military fuel thickeners.

121.14 Propellants.

121.15 Vessels of war and special naval equip-
ment.

Authority: Section 38, Arms Export Control
Act, 90 Stat. 744 (22 U.S.C. 2778); E.O. 11958,
42 FR 4311; 22 U.S.C. 2658.

Source: Dept. Reg. 108.840, 49 FR 47686,
Dec. 6, 1984, unless otherwise noted.

ENUMERATION OF ARTICLES

§ 121.1 General. The United States Muni-
tions List.

(a) The following articles, services and re-
lated technical data are designated as defense arti-
cles and delense services pursuant to sections 38
and 47(7) of the Arms Export Control Act (22
U.S.C. 2778 and 2794(7)). Changes in designa-
tions will be published in the Federal Register. In-
formation and clarifications on whether specific
items are delense articles and services under this
subchapter may appear periodically in the Muni-

tions Control Newsletter published by the Office
of Munitions Control. '

(b) Significant Military Equipment. An as-
terisk precedes certain defense articles in the fol-
lowing list. The asterisk means that the article is
deemed to be “significant military equipment” to
the extent specified in Section 120.19. The aster-
isk is placed as a convenience to help identify
such articles. .

Category I—Firearms

*(a) Nonautomatic, semi-automatic and
fully automatic firearms to caliber .50 inclusive,
and all components and parts for such firearms.
(See Sections 121.9 and 123.16-123.19.)

(b) Riflescopes manufactured to military
specifications, and specifically designed or modi-
fied components therefor; firearm silencers and
suppressors, including flash suppressors.

*(¢) Insurgency-counterinsurgency  type
firearms or other weapons having a special mili-
tary application (e.g. close assault weapons sys-
tems) regardless of caliber and all components
and parts therefor.

Category lI—Artillery Projectors

*(a) Guns over caliber .50, howitzers,
mortars, and recoilless rifles.

*(b) Military flamethrowers and projec-
tors. '

(c) Components, parts, accessories and at-
tachments for the articles in paragraphs (a) and
(b) of this category, including but not limited to
mounts and carriages for these articles.

/

Category III—Ammunition

*(a) Ammunition for the arms in Catego-
ries I and 1I of this section. (See Section 121.6.)

(b) Components, parts, accessories, and
attachments for articles in paragraph (a) of this
category, including but not limited to cartridge
cases, powder bags, bullets, jackets, cores, shells
{excluding shotgun shells), projectiles, boosters,
fuzes and components therefor, primers, and

[Note: "Significant military equipment" means articles for which special export controls are warranted becausc of
their capacity for substantial military utility.]

TABLE 202-1. The United States Munitions List.
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other detonating devices for such ammunition.
(See Section 121.6.)

(c) Ammunition belting and linking ma-
chines.

*(d) Ammunition manufacturing machines
and ammunition loading machines (except hand-
loading ones).

Category [V—Launch Vehicles, Guided Missiles,
Ballistic Missiles, Rockets, Torpedoes, Bombs
and Mines

*(a) Rockets (including but not limited to

meteorological and other sounding rockets),
bombs, grenades, torpedoes, depth charges, land
and naval mines, as well as launchers for such de-
fense articles, and demolition blocks and blasting
caps. (See Section 121.11.)

*(b) Launch vehicles and missile and anti-
missile systems including but not limited to
guided, tactical and strategic missiles, launchers,
and systems.

" (c) Apparatus, devices, and materials for
the handling, control, activation, monitoring, de-
tection, protection, discharge, or detonation of
the articles in paragraphs (a) and (b) of this cate-
gory. (See Section 121.5.)

*(d) Missile and space vehicle power-
plants.

* (e) Military explosive excavating devices.

*(f) Ablative materials fabricated or semi-
fabricated from advanced composites (e.g., silica,
graphite, carbon, carbon/carbon, and boron fila-
ments) for the articles in this category that are de-
rived directly from or specifically developed or
modified for defense articles.

*(g) Non/nuclear warheads for rockets and
guided missiles. '

(h) All specifically designed or modified
components, parts, accessories, attachments, and
associated equipment for the articles in this cate-
gory.

Category V—Explosives, Propellants, and Incen-
diary Agents

*(a) Military
121.12.)

*(b) Military fuel thickeners. (See Section
121.13))

(c) Propellants for the articles in Catego-
ries III and IV of this section. (See Section
121.14) .

(d) Military pyrotechnics, except pyrotech-
nic materials having dual military and commercial
use.

explosives. (See Section
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(e) All compounds specifically formulated
for the articlesin this category.

Category VI—-Vessels ol War and Special Naval
Equipment

*(a) Warships, amphibious warfare vessels,
landing craflt, mine warfare vessels, patrol vessels,
auxiliary vessels and service craft, experimental
types of naval ships and any vessels specifically
designed or modified for military purposes. (See
Section 121.15.) '

*(b) Turrets and gun mounts, arresting
gear, special weapons systems, protective systems,
submarine storage batteries, catapults and other
components, parts, attachments, and accessories
specilically designed or modified for combatant
vessels.

(c) Mine sweeping equipment, compo-
nents, parts, attachments and accessories specifi-
cally designed or modified therefor.

(d) Harbor entrance detection devices,
(magnetic, pressure, and acoustic ones) and con-
trols and components therefor.

*(e) Naval nuclear propulsion plants, their
land prototypes, and special facilities for their
construction support, and maintenance. This in-
cludes any machinery, device, component, or
equipment specifically developed, designed or
modified for use in such plants or [facilities. (See
Section 123.21).

Category VII—Tanks and Military Vehicles

*(a) Military type armed or armored vehi-
cles, military railway trains, and vehicles specifi-
cally designed or modified to accommodate
mountings for arms or other specialized military
equipment or fitted with such items.

*(b) Military tanks, combat engineer vehi-
cles, bridge launching vehicles, half-tracks and
gun carriers.

*{c) Self-propelled guns and howitzers.

(d) Military trucks, trailers, hoists, and
skids specilically designed, modified, or equipped
to mount or carry weapons of Categories I, Il and
IV or for carrying and handling the articles in
paragraph (a) of Categories IIl and IV.

*(e) Military recovery vehicles.

*() Amphibious vehicles. (See Section
121.4)

*(g) Engines specifically designed or modi-
fied for thevehicles in paragraphs (a), (b), (c).
and (f) of this category.

(h) All specifically designed or modified
components and parts, accessories, attachments.
and associated equipment for the articles in this
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categary, including but not limited to military
bridging and deep water fording kits.

Category VIII—Aircraft, Spaceéraft. and Associ-
ated Equipment

*(a) Aircraft, including but not limited to
helicopters, non-expansive balloons, drones, and
lighter-than-air aircraft, which are specifically de-
signed, modified, or equipped for military pur-
poses. This includes but is not limited to the [ol-
lowing military purposes: gunnery, bombing, rock-
et or missile launching, electronic and other sur-
veillance, reconnaissance, refueling, aerial map-
ping, military liaison, cargo carrying or dropping,
personnel dropping, airborne warning and con-
trol, and military training. (See Section 121.3.)

(b) °(1) Spacecraft, including manned and
unmanned, active and passive satellites (except
those listed in Category VIII(b)(2).

(2) Non-military communication sat-
ellites (excluding ground stations and associated
equipment not enumerated elsewhere in Section
121.1).

*(c) Military aircraft engines, except recip-
rocating engines, and spacecraft engines specifi-
cally designed or modified for the aircraft and
spacecraft in paragraphs (a) and (b) of this cate-
gory.

*(d) Cartridge-actuated devices utilized in
emergency escape of personnel and airborne
equipment (including but not limited to airborne
refueling equipment) specifically designed or
modified for use with the aircraft, spacecraft, and
engines of the types in paragraphs (a), (b), and
(c) of this category. '

(e) Launching and recovery equipment for
the articles in paragraphs (a) and (b) of this cate-
gory, il the equipment is specifically designed or
modified for military use or for use with space-
craft. Fixed land-based arresting gear is not in-
cluded in this category.

(D) Power supplies and energy sources spe-
cifically designed or modified for spacecraft.

*(g) Inertial navigaton systems and com-
ponents designed specifically for such systems.
Systems or components which are standard equip-
ment in civil aircraflt, including spare parts and
spare units to be used exclusively for the mainte-
nance of inertial navigation equipment incorpo-
rated in civil aircraft, and which are certified by
the Federal Aviation Administration as being an
integral part of such aircraft are subject to export
regulation by the Olfice of Munitions Control only

DOD 5105.38-M

if the export is intended for a controlled country
described in section 620(f) of the Foreign Assis-
tance Act of 1961, as amended (22 U.S.C.
2370(f)) (except Yugoslavia). The Export Ad-

ministration Act of 1979, as amended (50 U.S.C..

App. section 2416(c)) deals with the export of
such items to non-controlled countries. All ex-
ports of technical data (regardless of destination)
relating to the design, development, production or
manulacture of inertial navigation equipment (re-
gardless of accuracies) or its related parts, compo-
nents, or subsystems are subject to the require-
ments of the regulations contained in this sub-
chapter. The export of technical data relating to
the repair of parts, components, or subsystems of
inertial navigation systems (including accelerome-
ters and gyroscopes) which are not certified by the
FAA as being an integral part of civil aircraflt are
subject to the requirements of this subchapter.
The provisions of XI(e) and XII(c) are not appli-
cable to such exports of technical data.

*(h) Developmental aircraft and compo-
nents thereof which have a significant military ap-
plicability, excluding such aircraft and compo-
nents that have been certified by the Federal
Aviation Administration and determined through
the commodity jurisdiction procedure specilied in
Section 120.5 of this subchapter, to be subject 10
the export control jurisdiction of the Department
of Commerce for purposes of section 17(c) of the
Export Administration Act, as amended.

* (i) Ground effect machines (GEMS) spe-
cifically designed or modified for military use, in-
cluding but not limited to surface effect machines
and other air cushion vehicles, and all compo-
nents, parts, and accessories, attachments, and
associated equipment specifically designed or
modified for use with such machines.

(j) Components, parts, accessories, attach-
ments, and associated equipment (including
ground support equipment) specifically designed
or modified for the articles in paragraphs (a)
through (i) of this category, excluding aircraft tires
and propellers used with reciprocating engines.

Category IX—Military Training Equipment

(a) Military training equipment including
but not limited to attack trainers, radar target
trainers, radar target generators, gunnery training
devices, antisubmarine warfare trainers, target
equipment, armament training units, operational
flight trainers, air.combat training systems, radar
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trainers, navigation trainers, and simulation de-
vices related to defense articles.

(b) Components, parts, accessories, at-
tachments, and associated equipment specifically
designed or modified for the articles in paragraph
(a) of this category.

Category X—Protective Personnel Equipment

(a) Body armor specifically
modified or equipped for military use; articles, in-
cluding but not limited to clothing, designed,
modified or equipped to protect against or reduce
detection by radar, infrared (IR) or other sensors;
military helmets equipped with communications
hardware, optical sights, slewing devices or
mechanisms to protect against thermal flash or la-
sers, excluding standard military helmets.

(b) Partial pressure suits and liquid oxygen
converters used in aircraft in Category VIlI(a).

(c) Protective apparel and equipment spe-
cifically designed or modified for use with the arti-
cles in paragraphs (a) through (d) in Category
XIV.

(d) Components, parts, accessories, at-
tachments, and associated equipment specifically
designed or modified for use with the articles in
paragraphs (a), (b), and (c) of this category.

Category XI—Military and Space Electronics

(a) Electronic equipment not included in
Category X1I of the Munitions List which is as-
signed a military designation or is specifically de-
signed, modified or configured for military appli-
cation. This includes but is not limited to the fol-
lowing:

*(1) Underwater sound equipment,
including but not limited to towed arrays, elec-
tronic beam forming sonar, target classification
equipment, and spectrographic displays; search,
acquisition, tracking, moving target indication and
imaging radar systems; active and passive counter-
measures and counter-countermeasures equip-
ment; electronic fuses; identfication systems;
command, control and communications systems;
and, regardless of designation, any experimental
or developmental electronic equipment specifi-
cally designed or modified for military application,
or for use with a military system, and

(2) Sonic depth finders; underwater
telephones; electro-mechanical beam forming so-
nars and elementary sonobuoys; radios (including
transceivers); weather, navigation, and air traffic
control radar systems; navigation, guidance,

designed, -
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object-locating equipment; displays, and tele-
metering equipment.

(3) Armored coaxial cable capable of
RF, optical, or high voltage power transmission.

(b) Space electronics:

*(1) Electronic equipment specifically
designed or modified for spacecraft and space-
flight, and

(2) Electronic equipment specifically
designed or modified for use with non-military
communications satellites.

*(c) Electronic systems or equipment spe-
cifically designed, modified, configured, used or
intended for use in search, reconnaissance, col-
lection, monitoring, direction-finding, display,
analysis and production of information from the
electromagnelic spectrum for intelligence or secu-
rity purposes and electronic systems or equipment
designed or modilied to counteract such surveil-
lance and monitoring.

(d) Very High Speed Integrated Circuit
(VHSIC) semiconductor devices that are specifi-
cally designed for military applications and which
have a high-speed signal and image processing ca-
pability with an operational parameter (gate-
time-clock-frequency) of greater than 1011 gates
X hertz for an individual semiconductor device.

(e) Components, parts, accessories, at-
tachments, and associated equipment specifically
designed or modified for use or currently used
with the equipment in paragraphs (a) through (c)
of this category, except for such items as are in
normal commercial use.

Category XII—Fire Control, Range Finder,
Optical and Guidance and Control Equipment

*(a) Fire control systems; gun and missile
tracking and guidance systems; military infrared,
image intensifier and other night sighting and
night viewing equipment; military masers and mili-
tary lasers; gun laying equipment; range, position
and height finders and spotting instruments; aim-
ing devices (electronic, gyroscopic, optic, and
acoustic); bomb sights, bombing computers, mili-
tary television sighting and viewing units, inertial
platforms, and periscopes for the articles of this
section.

*(b) Inertial and other weapons or space
vehicle guidance and control systems; spacecralt
guidance, control and stabilization systems; astro
compasses; and star trackers.

(c) Components, parts, accessories, attach-
menis, and associated equipment specifically de-
signed or modilied for the articles in paragraphs
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(a) and (b) of this category, except for such items
as are in normal commercial use.

Category XIII—-Auxiliary Military Equipment

(a) Aerial cameras, space cameras, special
purpose military cameras, and specialized process-
ing equipment therefor; military photointerpreta-

tion, stereoscopic plotting, and photogrammetry’

equipment, and components specifically designed
or modified therefor. .

(b) Speech scramblers, privacy devices,
cryptographic devices and software (encoding and
decoding), and components specifically designed
or modified therefore, ancillary equipment, and
protective apparatus specifically designed or modi-
fied for such devices, components, and equip-
ment.

(c) Self-contained diving and underwater
breathing apparatus specifically designed or modi-
fied for a military purpose and components spe-
cifically designed or modified therefore.

(d) Armor plate and structural materials
(including but not limited to plate, rolled and ex-
truded shapes, bars and forgings, castings, welding
consumables, carbon/carbon and metal matrix
composites) specifically designed or modified for
defense articles.

(e) Concealment and deception equip-
ment, including but not limited to special paints,
decoys, and simulators and components, parts
and accessories specifically designed or modified
therefor.

(N Energy conversion devices [or produc-
ing electrical energy from nuclear, thermal, or so-
lar energy, or from chemical reaction which are
specifically designed or modified for military ap-
plication.

{zg) Chemiluminescent compounds and
solid state devices specifically designed or modi-
fied for military application.

(h) Devices embodying particle beam and
electromagnetic pulse technology.

(i) Metal embrittling agents.

Category XIV—Toxicological Agents and Equip-
ment and Radiological Equipment

*(a) Chemical agents, including but not

limited to lung irritants, vesicants, lachrymators,
tear gases (except tear gas formulations containing
1% or less CN or CS), sternutators and irritant
smoke, and nerve gases and incapacitating agents.
(See Section 121.7.)

*(b) Biological agents.
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*(c) Equipment for dissemination, detec-
tion, and identilication of, and defense against,
the articles in paragraphs (a) and (b) of this cate-
gory.

*(d) Nuclear radiation detection and
measuring devices, manufactured to military
specification.

(e) Components, parts, accessories, at-
tachments, and associated equipment specilically
designed or modified for the articles in paragraphs
(c¢) and (d) of this category.

Category XV—[Reserved]

Category XVI—Nuclear Weapons Design and
Test Equipment
*{a) Any article, material, equipment, or
device which is specifically designed or modified
for use in the design, development, or fabrication
of nuclear weapons or nuclear explosive devices.
(See Section 123.21 and Department of Com-
merce Export Regulations, 15 CFR Part 378).
*(b) Any article, material, equipment, or
device which is specifically designed or modified
for use in the devising, carrying out, or evaluating
of nuclear weapons tests or any other nuclear ex-
plosions, except such items as are in normal com-
mercial use for other purposes.
Category XVII—Classified Articles Not Other-
wise Enumerated

*All articles and technical data (as defined in
Section 120.21) relating thereto which are classi-
fied in the interests of national security and which
are not otherwise enumerated in the U.S. Muni-
tions List.

Category XVIII—Technical Data

Technical data (as defined in Section 120.21)

relating to the defense articles listed in the other

categories of the United States Munitions List. -

(See Section 125.4 for exemptions; see also Sec-

tion 123.21))

Category XIX—Defense Services Defense serv-

ices (as defined in Section 120.8) related to the

defense articles listed in the other categories of
the United States Munitions List.

Category XX—Submersible Vessels, Oceano-
graphic and Associated Equipment
*(a) Submersible vessels, manned and un-
manned, designed or modified for military pur-
roses or having independent capability to maneu-
ver vertically or horizontally at depths below
1,000 feet or powered by nuclear propulsion
plants.
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*(b) Submersible vessels, manned or un-
manned, designed or modified in whole or in part
from technology developed by or for the U.S.
Armed Forces.

(¢) Any of the articles in Categories VI,
IX, XI, XIII, and elsewhere in this subchapter
specifically designed or modilied for use with sub-
mersible vessels, and oceanographic or associated
equipment assigned a military designation.

(d) Equipment, components, parts, acces-
sories, and attachments specifically designed or
modified for any of the articles in paragraphs (a)
and (b) of this category.

Category XXI—Miscellaneous Articles

Any article not specifically enumerated in the
other categories of the U.S. Munitions List which
has substantial military applicability and which has
been specifically designed or modified for military
purposes. The decision on whether any article
may be included in this category shall be made by
the Director of the Office of Munitions Control.

[Dept. Reg. 108.840, 49 FR 47686, Dec. 6, 1984;
49 FR 48536, Dec. 13, 1984; Dept. Reg.
108.841, 50 FR 12787, Apr. 1, 1985; 51 FR
47014, Dec. 30, 1986)

§ 121.2 Interpretations of the United States
Munitions List.

The following interpretations (listed alphabeu-
cally) explain and amplify the terms used in Sec-
tion 121.1. These interpretations have the same
force as il they were a part of the United States
Munitions List category to which they refer.

§ 121.3 Aircraft and related articles.

In Category VIII, “aircraft” means aircraft de-
signed, modified, or equipped for a military pur-
pose, including aircraft described as “demilita-
rized.” All aircraft bearing an original military
designation are included in Category VIII. How-
ever, the following aircraft are not included so
long as they have not been specifically equipped,
re-equipped, or modified for rmilitary operations.

(a) Cargo aircraft bearing “C” designations
and numbered C-45 through C-118 inclusive,
C-121 through C-125 inclusive, and C~131, using
reciprocating engines only.

(b) Trainer aircraft bearing “T" designa-
tions and using reciprocating engines o1 turboprop
engines with less than 600 horsepower (s.h.p.).

(c) Utility aircraft bearing “U” designa-
tions and using reciprocating engines cnly.

(d) All liaison aircraft bearing an “L" des-
ignation.
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(e) Al observation aircraft bearing “O"
designations and using reciprocating engines.
§ 121.4 Amphibious vehicles.

An “amphibious vehicle” in Category VII(f) is
an automotive _vehicle or chassis which embodies
all-wheel drive, is equipped to meet special mili-
tary requirements, and which has sealed electrical
systems or adaptation features for deep water
fording.

§ 121.5 Apparatus and devices under
Category IV(c).

Category IV includes but is not limited to the
following: Fuzes and components for the items
listed in that category, bomb racks and shackles,
bomb shackle release units, bomb ejectors, tor-
pedo tubes, torpedo and guided missile boosters,
guidance system equipment and parts, launching
racks and projectors, pistols (exploders), igniters,
fuze arming devices, intervalometers, guided mis-
sile launchers and specialized handling equip-
ment, and hardened missile launching facilities.
§ 121.6 Cartridge and shell casings.

Cartridge and shell casings are included in
Category III unless, prior to export, they have
been rendered useless beyond the possibility of
restoration for use as a cartridge or shell casing by
means of heating, flame treatment, mangling,
crushing, cutting, or popping.

§ 121.7 Chemical agents.

A chemical agent in Category XIV(3a) is a sub-
stance having military application which by its or-
dinary and direct chemical action produces a pow-
erful physiological effect. The term “chemical
agent” includes, but is not limited to, the {otlowing
chemical compounds:

(a) Lung irritants:
(1) Diphenylcyanoarsine (DC).
(2) Fluorine (but not Nluorene).
(3) Trichloronito methane (chlor-
opicrin PS).
(b) Vesicants:
(1) B-Chlorovinyldichloroarsine
(Lewisite, L).
(2) Bis(dichloroethyl)sulphide (Mus-
tard Gas, HD or H).
(3) Ethyldichloroarsine (ED).
(4) Methyldichloroarsine (MD).
(c) Lachrymators and tear gases:
(1) A-Bromobcenzyl cyanide (BBC).
(2) Chloroacetcphenone (CN).
(3) Dibromodirethyl ether.
(4) Dichlorodimethyl ether (CICi).
(5) Ethyldibromoarsine.
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(6) Phenylcarbylamine chloride.

(7) Tear gas solutions (CNB and
CNS).

(8) Tear .gas orthochlorobenzalma-
lononitrile (CS).

(d) Sternutators and irritant smokes:

' (1) Diphenylamine chloroarsine
(Adamsite, DM).
(2) Diphenylchloroarsine (BA).
(3) Liquid pepper. '

(e) Nerve agents, gases and aerosols.
These are toxic compounds which affect the nerv-
ous system, such as:

(1) Dimethylaminoethoxycyanophosp
hine oxide (GA).

(2) Methylisopropoxyfluorophosphine
oxide (GB).

(3) Methylpinacolyloxyfluoripho-
sphine oxide (GD).

() Antiplant chemicals, such as: Butyl 2~
chlor-4-fluorophenoxyacetate (LNF).

§ 121.8 End-items, components, accessories,
attachments parts, firmware, software and
systems.

(a) An “end-item” is an assembled article
ready for its intended use. Only ammunition, fuel
or another energy source is required to place it in
an operating state. _

(b) A “component” is an item which is
useful only when used in conjunction with an
end-item. A major component includes any as-
sembled element which forms a portion of an
end-item without which the end-item is inoper-
able. (Example: airframes, tail sections, transmis-
sions, tank treads, hulls, etc.) A minor compo-
nent includes any assembled element of a major
component. .

(c) “Accessories” and “attachments™ are
associated equipment for any component, end-
item or system, and which are not necessary for
their operation, but which enhance their useful-
ness or effectiveness.‘(Examples:'riﬂescopes. spe-
cial paints, etc.)

(d) A “part” is any single unassembled ele-
ment of a major or a minor component, acces-
sory, or attachment which is not normally subject
to disassembly without the destruction or the im-
pairment of design use. (Examples: rivets, wire,
bolts, etc.)

(e) Firmware and any related unique sup-
port tools (such as computers, linkers, editors, test
case gencrators, diagnostic checkers, library of
functions and system test diagnostics) specifically
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designed for equipment or systems covered under
any category of the United States Munitions List
are considered as part of the end-item or compo-
nent. “Firmware” includes but is not limited to
circuits into which software has been pro-
grammed. - )

(f) “Software” includes but is not limited
to the system functional design, logic flow, algo-
rithms, application programs, operating systems
and support software for design, implementation,
test, operation, diagnosis and repair. A person
who intends to export software only should, unless
it is specifically enumerated in Section 121.1, ap-
ply for a technical data license pursuant to Part
125 of this subchapter. _

(g) A “system” is a combination of end-
items, components, parts, accessories, attach-
ments, firmware or software, specifically designed,
modiflied or adapted to operate together to per-
form a specialized military function.

§ 121.9 Firearms.

(a) Category I includes revolvers, pistols,
rifles, carbines, fully automatic rifles, submachine
guns, machine pistols and machine guns to caliber
.50, inclusive. it includes combat shetguns. It ex-
cludes other shotguns with barrels 18" or longer,
BB, pellet, and muzzle loading (black powder)
firearms.

(b) A “firearm” is a weapon not over .50
caliber which is designed to expel a projectile by
the action of an explosive or which may be readily
converted to do so.

(c) A “rifle” is a shoulder firearm which

_ can discharge a bullet through a rifled barrel 16

inches or longer.

(d) A “carbine” is a lightweight shoulder
firearm .with a barrel under 16 inches in length.

(e) A “pistol” is a hand-operated firearm
having a chamber integral with or permanently
aligned with the bore. )

(H A “revolver” is a hand-operated fire-
arm with a revolving cylinder containing chambers
for individual cartridges.

(g) A “submachine gun”, “machine pistol”
or “machine gun” is a firearm originally designed
to fire, or capable of being fired, fully automati-
cally by a single pull of the trigger.

§ 121.10 Forgings, casting and machined
bodies.

Aiticles on the United States Munitions List
include articles in a partially completed state
(such as forgings, castings, extrusions and ma-
chined bodies) which have reached a stage in
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manufacture where they are clearly identifiable as
defense articles. If the end-item is an article on
the United States Munitions List (including com-
ponents, accessories, attachments and parts as de-
fined in Section 121.8), then the particular forg-
ing, casting. extrusion, machined body, etc., is
considered a defense article subject to the con-
trols of this subchapter, except for such items as
are in normal commercial use.

§ 121.11 Military demolition blocks and
blasting caps.

Military demolition blocks and blasting caps
referred to in Category IV(a) do not include the
following articles:

(a) Electric squibs.

(b) No. 6 and No. 8 blasting caps, includ-
ing‘eleclric ones. .

(c) Delay electric blasting caps (including
No. 6 and No. 8 millisecond ones).

(d) Seismograph electric blasting caps (in-
cluding 'SSS, Static-Master, Vibrocap SR, and
SEISMO SR).

(e) Oil well perforating devices.

§121.12 Military explosives.

Military explosives in Category V include, but are
not limited to, the following:
(a) Ammonium picrate.
(b) Black powder made with potassium ni-
trate or sodium nitrate. '
(c) Cyclotetramethylenetetranitramine
(HMX).

(d) Cyclotrimethylenetrinitramine
Cyclonite, Hexogen or T4).

(e} Dinitronaphthalene.

(f) Ethylenedinitramine.

(2) Hexanitrodiphenylamine.

(h) Nitroglycerin.

(i) Nitrostarch.

(j) Pentaerythritol tetranitrate (penthrite,
pentrite or PETN).

(k) Tetranitronaphthalene.

(1) Trinitroanisol. ’

(m) Trinitronaphthalene.

(n) Trinitrophenol (picric acid).

(0) Trinitrophenylmethylnitramine
(Tetryl).

(p) Trinitrotoluene (TNT).

(q) Trinitroxylene.

(r) Ammonium perchlorate nitrocellulose
(military grade).

(RDX,
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(s) Aluminum powder (spherical) with an
average particle size of 100 micrometer diameter
or less and a purity of 97% or greater.

(1) Any combinations of the above.

§ 121.13 Military fuel thickeners.

Military fuel thickeners in Category V include
compounds (e.g., octal) or mixtures of such coin-
pounds (e.g.. napalm) specifically formulated for
the purpose of producing materials which, when
added (o petroleum products, provide a gel-type
incendiary material for use in bombs, projectiles,
flame throwers, or other defense articles.

§ 121.14 Propellants.

Propellants in Category V include, but are not
limited to, the following:

(a) Propellant powders, including smoke-
less shotgun powder.

(b) Hydrazine (including Monomethyl hy-
drazine and symmetrical dimethyl hydrazine, but
excluding hydrazine hydrate).

(¢) Unsymmetrical dimethyl hydrazine.

(d) Hydrogen peroxide of over 85 percent
concentration.

(e) Nitroguanidine or picrite.

(f) Nitrocellulose with nitrogen content of
over 12.20 percent.

(g) Nitrogen tetroxide (nitrogen dioxide,
dinitrogen tetroxide).

(h) Other solid propellant compositions, .
including but not limited to, the following:

(1) Single base (nitrocellulose).

(2) Double base (nitrocellulose, nitro-
glycerin).

(3) Triple base (nitrocellulose, nitro-
glycerin, nitroguanidine).

(4) Composite of nitroglycerin, am-
monium perchlorate, potassium perchlorate,
nironium perchlorate, guanidine (guanidinium)
perchlorate, nitrogen tetroxide, ammonium nitrite
or nitrocellulose with plastics, metai fuels, or rub-
bers added; and compounds composed only of
fluorine and halogens, oxygen, or nitrogen.

(5) Special purpose high energy solid
military fuels with a chemical base.

(i) Other liquid propellant com-
positions, including but not limited to, the follow-
ing:

(1) Monopropellants (hydrazine, hy-
drazine nitrate, and water).

(2) Bipropellants (hydrazine, fuming
nitric acid HNO(3)).

TABLE 202-1.

202-13

[Continued]

5105.38-M

Change No. 2, 2 July 1990



(3) Special purpose chemical base
high energy liquid military fuels and oxidizers.

§ 121.15 Vessels of war and special naval
equipment.

Vessels of war in Category VI include, but are
not limited, to, the following:
(a) Combatant vessels:
(1) Warships (including nuclear-pow-
ered versions): :
(i) Aircralt carriers (CV, CVN)
(i) Batdeships (BB)
(iii) Cruisers (CA, CG, CGN)
(iv) Destroyers (DD, DDG)
(v) Frigates (FF, FFG)
(iv) Submarines (SS, SSN,
SSBN, SSG, SSAG)
(2) Other Combatant Classifications:
(i) Patrol  Combatants (PG,
PHM) 1
(i) Amphibious Helicopter/
Landing Craft Carriers '(LHA, LPD, LPH)
(iii) Amphibious Landing Craft
Carriers (LKA, LPA, LSD, LST)
(iv) Amphibious Command Ships
(LCC) ' '
(v) Mine Warfare Ships (MSO)
(b) Auxiliaries:
(1) Mobile Logistics Support:
(i) Under way Replenishment
(AD. AF, AFS, AO, ACE, AOR)

(ii) Material Support (AD, AR,

AS)
(2) Support Ships:

(i) Fleet Support Ships (ARS,
ASR, ATA, ATF, ATS)

(ii) Other  Auxiliaries (AG,
AGDS, AGF, AGM, AGOR, AGOS, AGS, AH,
AK, AKR, AOG, AOT, AP, APB, ARC, ARL,
AVM, AVT) ’

(c) Combatant Craft:
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(1) Paurol Craft:
(i) Coastal Patrol Combatants
(PB, PCF, PCH, PTF) ,
(ii) River, Roadstead  Craft
(ATC, PBR) '
(2) Amphibious Warfare Craft:
(i) Landing Craft (AALC,
LCAC, LCM, LCPL, LCPR, LCU, LWT, SLWT)
(ii) Special Warfare Cralt
(LSSC, MSSC, SDV, SWCL, SWCM)
(3) Mine Warfare Craft:
(i) Mine Countermeasures Craft
(MSB, MSD, MSI, MSM, MSR)
(d) Support and Service Craft:
(1) Tugs (YTB, YTL, YTM)
(2) Tankers (YO, YOG, YW)
(3) Lighters (YC, YCF, YCV, YF,

. YEN, YFNB, YFNX, YFR, YFRN, YFU, YG,

YGN, YOGN, YON, YOS, YSR, YWN)

(4) Floating Dry Docks (AFDB,
AFDL, AFDM, ARD, ARDM, YFD)

(5) Miscellaneous (APL, DSRYV,
DSV, IX, NR, YAG, YD, YDT, YFB, YEND,
YEP, YFRT, YHLC, YM, YNG, YP, YPD, YR,
YRB, YRBN, YRDH, YRDM, YRR, YRST, YSD)

(e) Coast Guard Patrol and Service Vessels

and Cralt:

(1) Coast Guard Cutters (CGC,
WHEC, WMEC)

(2) Patrol Craft (WPB)

(3) Icebreakers (WAGB)

(4) Oceanography Vessels (WAGO)

(5) Special Vessels (WIX)

(6) Buoy Tenders (WLB, WLM,
WLI, WLR, WLIC)

(7) Tugs (WYTM, WYTL)

(8) Light Ships (WLV)

[Dept. Reg. 108.840, 49 FR 47684, Dec. 6, 1984;
49 FR 48536, Dec. 13, 1984]
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Section 203 - Special Provisions

20301 CONSTRAINTS ON ELIGIBILITY.

A. Terrorism. Unless the President finds that the national security requires otherwise, he
shall terminate all assistance, sales, credits and guaranties to any government which aids or abets
(by granting sanctuary from prosecution) any individual or group which has committed an act of
international terrorism. [Sec. 620A, FAA, and Sec. 3(f), AECA]

B. Nationalization of U.S, Property. Assistance will be suspended for countries
which have nationalized, expropriated, or seized U.S. property, or have imposed discriminatory
taxes. Assistance is also to be suspended if a country has initiated steps to repudiate or nullify
existing agreements with U.S. citizens or entities without taking proper compensatory action [Sec.
620(e), FAA].

C. Transfer. The purchaser or grant recipient must agree not to transfer title or possession
of any defense article or related training or other defense services to any other country without
prior U.S. consent; the President must report to the Congress before such consent is given.
[Sec. 3(a)(2), AECA, and Sec. 505(a), FAA]. Special care must be taken to ensure that minor
repair parts, fuel, or other defense articles which lose identity when co-mingled, are controlled by
the recipient government using a procedure which will reasonably assure there will be no non-
approved transfers (see Section 90006).

D. Emmr_l,ls_e_qf_Ma_tgﬂﬂ. Sales and assistance may be made to countries only for
purposes of internal security, legitimate self-defense, civic action, or regional or collective
arrangements consistent with the United Nations (U.N. ) Charter, or requested by the U.N. (Sec.
4, AECA, and Sec. 502, FAA).

E. Communist-Controlled Countrjes. Assistance may be provided to Communist
countries only if the President exercises his waiver authority under section 614(a), FAA and
concomitantly finds and reports to Congress that such assistance is vital to the security of the
United States and promotes the independence of the recipient country from international
communism. [Sec. 620(f), FAA]. :

F. Narcotics. Economic and military assistance and sales to a country will be suspended
if the President determines the government of that country has failed to take adequate steps to
prevent either the sale of illegal drugs or other controlled substances to U.S. government personnel
or their dependents or the smuggling of such narcotics into the United States. [Sec. 481(h), FAA].

G. Yiolations. Any government using American equipment and/or services in substantial
violation of an applicable agreement entered into under U.S. law with that government shall be
made ineligible for future U.S. assistance until such time when the President determines that such
violations have ceased and has been assured that they will not recur. [Sec. 505(d), FAA, and
Sec. 3(c), AECA].

1. The FAA prohibits using funds authorized under the Act to conduct any police
training or related programs either in a foreign country, or in the United States. All military
assistance, not just training, is subject to this prohibition.

2. Police training in the context of the FAA prohibition includes military police as well
as civilian police, if the military police perform on-going civilian law enforcement functions.
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4. Lease procedures are found in Chapter 12 of this manual.. Leases entered into under
the authority of specific legislation (per 10 USG 7307) will be coordinated and staffed on a case-
by-case basis. Director, DSAA, will coordinate all ship lease requests and advise NAVOTTSA of
approval or disapproval.  If approved, NAVOTTSA may offer the ship to the requesting country ,
concerned, when statutory notification or legislative authorization requirements have been met. ‘l
20303 SECURITY NOTES RELATED TO MAN-PORTABLE AIR DEFENSE

A. The following notes should apply to sales to NATO, NATO Nanons, Japan, Australia,
and New Zealand:

"Purchaser agrees to adhere to the following additional security requirements asso-
ciated with MANPADS. Modification of specified requirements to meet indigenous
conditions may be approved by the Office of the Deputy Chief of Staff for Operations and
Plans (DAMO-ODL-S), U.S. Army.

1. Physical Security: The (insert appropriate m §§' ile) will be stored in

magazines that are at least equivalent in strength to U.S. Army requirements as specified
in subparagraph (a) below. The purchaser also agrees to comply with U.S. Army
specified requirements for lighting, doors, locks, keys, fencing, and surveillance and ]
guard systems. Specific requirements will be agreed upon and installed prior to delivery i
of the missile system. U.S. Army representatives will be allowed to verify security |
measures and procedures established for implementation of these requirements. |

a. Magazines: Reinforced concrete, arch type, earth covered whose con-
struction is at least equivalent in strength to the requirements of Chapter 5, Department of
Defense Manual 6055.9 - STD, Ammunition and Explosive Safety Standards July 1984
will be used for storage (standards of which will be provided to the purchaser).

b. Lighting: Lighting will be provided for exterior doors and along
perimeter barriers. Security lighting requirements will conform to the ammunition and
safety requirements of Appendix C, U.S. Army Technical Manual 9-1300-206 (standards
of which will be provided to the purchaser).

c. Doors, Locks, and Keys: Exterior doors will be class five steel vault
doors secured by two key-operated high security padlocks and a‘high security shrouded
hasp. Keys will be secured separately to ensure effective- two-man control of access
(i.e., two authorized persons must be present to enter). Use of a master or multiple key
system is prohibited.

d. Fencing: Fencing will be six foot (minimum) steel chain link with a one
foot overhang mounted on steel or reinforced concrete posts over firm base. Clear zones
will be established 30 feet inside and 12 feet outside the perimeter fence (provided there is
adequate space).

e. Surveillance and Guard: A full-time guard force or combination :
guard force and intrusion detection system (IDS) will be provided. When the IDS is not ‘
operational, 24 hour guard surveillance is required.

required to be present during any activity which affords access to storage facilities

f. Ag_c_ess__tg_S_Lqr_agg_EaghLms_ Two authorized persons will be
containing MANPADS. Lock and key procedures will be developed to ensure that no '
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' single individual can obtain unescorted or unobserved access to MANPADS storage
facilities.

2. Accountability:

a. A 100 percent physical inventory of weapons and gripstocks, when
applicable, will be taken monthly by the purchaser. A 100 percent physical inventory by
serial number shall be taken quarterly of weapons issued at the operational unit level. A
100 percent physical inventory by serial number shall be taken semiannually of weapons
stored or retained at installation, depot, post, or base level. All inventories must be
conducted by two authorized persons to ensure verification. Weapons expended during
peacetime will be accounted for by sertal number.

b. The (in ropriate forei n rity Assistan nization)
will be permitted to conduct a U.S. inspection and inventory by serial number annually. -
Inventory and accountability records maintained by the purchaser will be made available
for review.

3. Transportation: Movements of MANPADS will meet U.S. standards for
safeguarding classified materiel in transit as specified by the U.S. Government in DOD
5100.76-M, Physical Security of Sensitive Conventional Arms, Munitions, and
Explosives (standards of which will be provided to the purchaser), and paragraph 8
below.

4. Access to Hardware and Classified Infgrmgtig.n:

military and civilian personnel of the purchasing government (except for authorized U.S.
personnel as specified herein) who have the proper security clearance and who have an
established need to know the information in order to perform their duties. Information
released will be limited to that necessary to perform assigned functions/operational
responsibility and, where possible, will be oral/visual only.

‘ a. Access to hardware and related classified information will be limited to

b. Maintenance which requires access to the interior of the operational
system, beyond that required of the operator, will be performed under U.S. control.

5. Compromise, Loss, Theft. and Unauthorized Use: The purchaser
will report to the U.S. Army by the most expeditious means any instances of compro-
mise, unauthorized use, loss or theft of any MANPADS materiel or related information.
This will be followed by prompt investigation and the results of the investigation will be
provided to the U.S. Army.

6. Third-Party Access: The recipient will agree that no information on (insert

appropriate missile) will be released to a third-country government, person or other third-
country entity without U.S. approval.

7. Damaged/Expended Materiels: Damaged systems, launchers, and/or grip
stocks will be returned to the U.S. Army for repair or demilitarization.

. Conditions of Shipment and Storage for STINGER and STINGER

Xa_[jams: The two principal components of the (insert appropriate missile) system, the

gripstock, and the missile in its disposable launch tube, will be stored in separate

‘ locations and will be shipped in separate containers. The two storage locations will be
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physically separated sufficiently so that a penetration of the security at one site will not
place the second at risk.

9. Conditions of Use: Assembly of the system will not be permitted for field

exercises or deployments wherein the use of the (insert appropriate missile) system is
simulated. In such cases, inert training devices may be used. The recipient will use

mformanon on the (meg_apmpgamm_e) only for the purpose for which it was
given.'

B. Allsales of MANPADS to nations other than those identified in Paragraph A will include
all of the Paragraph A notes, but paragraph 9, "Conditions of Use," will be replaced with the
revision below:

"9. Conditions of Use:

a. The two principle components of the (in ropriate missile) system,
the gripstock and missile launch tube, may be brought together and assembled under the
following circumstances: (Note: When the system is REDEYE, delete the previous text
and insert at a. the following: 'REDEYE may be deployed:')

(1) In the event of hostilities or imminent hostilities.

'
(2) For firing as part of regularly scheduled training; however, only those
-rounds intended to be fired will be withdrawn from storage and assembled. '

3) Fc;r lot testing; however, only rounds to be tested will be withdrawn
from storage and assembled.

(4) When systems are deployed as part of the point defenses of high
priority installations or activities (e.g., key government bulldmgs military headquarters,
essential utilities, air defense facilities).

b. The purchaser will advise the U.S. Security Assistance Organization in
advance of any assembly of the various missile and gripstock for the STINGER and its
variants for training or lot testing.

c. The U:S. Government will be notified of deployments through the Secu-
rity Assistance Organization.”

C. Section 506(a) Transfers. The Department of State will ensure that transfers of
MANPADS under Section 506(a) include the security requlrements as previously mentioned in this

paragraph.

D. The following pfocedures apply after an LOA for the purchase of a MANPADS has been
accepted by a foreign government and if MANPADS are provided under the authority of Section
506(a).

| 1. The U.S. Army will provide a copy of the LOA to the in-country SAO.

2. U.S. Amy personnel will inspect the physical security arrangements prior to the
delivery of the first shipment of MANPAD:s to ensure that security meets U.S. requirements.

3. The U.S. Army will notify the SAO when delivery of the missiles has begun; serial
numbers will be provided to the SAO for'missiles received by the foreign government.
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4. The STINGER system and all its variants shall be accounted for by verifying receipt
of the gripstock and missile. '

5. The SAO will arrange with the purchasing government to verify by serial number
receipt in country of the missiles. The first annual physical inventory should occur after the U.S.
Army notifies the applicable SAO of final delivery of missiles under the LOA. Yearly requirements
for U.S. inspection and inventory will begin from that date.

6. Except for those that are deployed to hostile areas, the SAO must physically inspect
and inventory all MANPADS by serial number. This requirement cannot be satisfied by the
foreign government, or through a review of host nation records of inspection, missile account-
ability, security, or storage records.

7. The SAO must, at least once a year, randomly review the recipient government's
records of monthly, two-man verifications.

8. A report of the SAO findings shall be sent to DSAA-OPS and U.S. Army
(USASAC), with an information copy to the applicable Unified Command.

20304 SUSPENSIONS AND CANCELLATIONS OF SECURITY ASSISTANCE.

A. If the Department of State determines that it is necessary to suspend FMS or GA to a
particular country, the Director, DSAA, will issue instructions to the appropriate MILDEP. The
following procedures normally will be employed:

1. All deliveries of defense articles to the embargoed country will be stopped
immediately. No release of new LOAs will be made. No material will be released to the country's
freight forwarder or to the country. There should be no new contracting actions for an embargoed
country; on-going contracting actions should be suspended.

2. If FMS or GA funded procurements have been started, but contracts have not been
awarded, the appropriate MILDEP should inform the DSAA of the details and ask for guidance.

3. Normally, contracts that have been awarded should continue. However, the DSAA
should be informed when deliveries are ready to be made so that the possible diversion of the
material to another country, or to a DOD component, or to storage can be decided. The Director,
DSAA, will issue appropriate instructions once the decision is made.

4. Shipments of defense articles, where the materiel is under USG control, will not be
loaded at the ports of embarkation. Materiel already enroute to the country will not be delivered; it
will be retained under USG control. Defense articles that fit these categories should be stored by

the appropriate DOD component using the most economical storage until further DSAA instructions
arrive. _

5. Materiel ready for shipment from a contractor should be shipped to an appropriate
DOD facility for segregated storage until DSAA disposition instructions arrive. Arrangements for
storage at the contractor’s facility may be made if that is the most economical storage.

6. Requisitions submitted against either a CLSSA or a blanket order FMS case will be
held by the receiver. Requisitions from an embargoed country will not be filled.

7. With regard to training funded through an FMS case or under IMET, students in
training before the suspension date notification may complete their course. Sequential training
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(proceeding to the next scheduled course) is excluded unless specifically authorized by the
Director, DSAA. Students who have not started training by the suspension date will not begin a
course. Instructions on what to do with students from embargoed countries will be provided by
the DSAA.

8. Within ten days of a suspension notification, the appropriate MILDEP will advise
the DSAA of the impact of the suspension. This should include the identification of major items
and significant secondary items that are within the DTS and which are scheduled for release to the
embargoed country within 30 days, and those items that are on order but which have not been
shipped. As soon as possible and not later than 21 days after the suspension, DSAA should be
advised of all other materiel that is either enroute, scheduled for shipment within 30 days, or on
order but unshipped. The latter report should also identify the total unused dollar value on blanket
order and CLSSA (FMSO II) cases.

B. Suspension of delivery is not the same as FMS case cancellation or contract termination
action. The Department of State may extend a suspension to become a cancellation in accordance
with the AECA, Section 2(b) and Section 42(e). If State makes this decision, case cancellation and
contract termination will be directed by the DSAA. Specific guidance about disposition of items,
funding, etc., will be provided after a case-by-case review.

- C. The Department of State has responsibility for issuing instructions with respect to
revoking and refusing to issue export licenses and will deal directly with foreign government
representatives in cases where title has passed to the purchaser but which may be in storage or in
transit within the United States.
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CHAPTER THREE

RESPONSIBILITIES AND RELATIONSHIPS

Section 300 - Responsibilities

30001 GENERAL,

A. Within the Executive Branch, the NSC, the OMB, the Department of the Treasury, and
others all have responsibilities related to security assistance. However, aside from the President,
the principal legislated responsibilities fall to the Secretary of State and to the DOD.

1. The Secretary of State is responsible for continuous supervision and general direc-
tion of the program. This includes determining whether there will be a program for a particular

country or activity and, if so, its size and scope. It also includes the determination of whether a
particular sale will be made and, if so, when.

2. The SECDEEF is responsible primarily for establishing military requirements and for
implementing programs effecting the transfer of defense articles, and services.

B. The Congress authorizes and appropriates the funds for the USG financed portions of
SA. Congress also has an oversight role with respect to the sale of defense articles and services to
foreign countries and international organizations.

2 DEP T DEF

A. The growing size, complexity, and importance of the SA program requires that
recommendations, decisions, and implementing actions be coordinated and tracked in a timely
manner to ensure coherent support of foreign and national security objectives. Several
departments, agencies, and offices are involved in the coordinations. (See Table 300-1.)

B. The SECDEF has directed a DOD-wide emphasis on NATO Defense Cooperation in
Armaments to embody armaments cooperation, DIC, reciprocal MOU implementation, and SA. It
is essential that Defense Cooperation in Armaments activities be coordinated and tracked in a timely
manner. See Table 300-2 for channels of decision for Defense Cooperation in Armaments. Table
300-3 lists Defense Cooperation in Armaments programs and the OSD office of responsibility.

C. Detailed requirements relating to security assistance are found in the FAA, AECA, and
Executive Orders that give SA authority and responsibility to the SECDEF. There is additional
detail in applicable DOD directives, instructions, terms of reference, and in specific memoranda

signed by high level defense officials. In general, the major responsibilities of the principal DOD
components are:

1. USDP acts for the SECDEF and is his principal representative and spokesman on
SA matters. He works closely with the Director, DSAA, who provides staff support for SA mat-
ters. USDP is responsible for overall policy and relationships in regard to the NATO Alliance, and
individual nations therein and other alliances and security partners and to ensure that both U.S. and
allied technology receive the appropriate and necessary protection through management of

technology security. USDP will provide coordination with State for all bilateral/multilateral
agreements.
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2. The Assistant Secretaries with regional responsibilities have an interest in security
assistance policy that directly affects their regions and work with the Director, DSAA, on regional
SA policy matters and budget development. With regard to Armaments Cooperation, ASD (ISP)
has policy coordination responsibility for Europe/NATO/Nuclear/Chemical programs. ASD (ISA)
has policy coordination responsibility for African/Asian/Inter-American and Near East programs.

3. USD(A) is responsible to promote coordination, cooperation, and mutual
understanding of all matters related to assigned activities, both inside and outside of the DOD,
including oversight and policy formulation for international agreements on systems acquisition
matters with NATO allies and other friendly nations in coordination with the USDP and, where

appropriate, the ASD (P&L). Serves as National Armaments Director (NAD) and interfaces with
allied NAD:s. '

4. ASD (P&L) is responsible for delivery and movement policy for security assistance
materiel. ASD (P&L) is also responsible for the oversight and policy formulation for international
logistics and military construction agreements and implementation of coproduction agreements with
NATO allies and other friendly nations in coordination with USDP. ASD (P&L) is also
responsible for development of policies, systems, plans and reviews directed at industrial base and
resources, industrial preparedness, production and manufacturing support, technical data

management and the DOD procurement focal point for armaments cooperation and international
acquisition policy.

5. ASD(C) establishes policy and procedures involving financial management, fiscal
matters, accounting, pricing, auditing, and international balance of payments as these matters relate
to security assistance. Within this office, the Foreign Military Sales Financial Management Manual
(DOD 7290.3-M) is published.

6. DSAA is the principal organizational element through which the SECDEF carries
out his responsibilities for SA. It serves as the DOD focal point and clearinghouse for tracking
arms transfers, budgetary, legislative, and other SA matters through the analysis, coordination,
decision, and implementation processes. It keeps all concerned elements of the DOD informed
about the status of ongoing SA actions and raises issues through appropriate channels when
decision of higher authority is required. The agency is also responsible for the conduct of
international logistics and sales negotiations with foreign countries, and the maintenance of liaison
with and the provisions of assistance to U.S. industry in the export of military equipment and
services. All authorities conferred on the SECDEF by the FAA and the AECA, and all authorities
under those acts delegated by the President to the SECDEF, are redelegated to the Director, DSAA.

7. The Secretaries of the MILDEPs advise the SECDEF on all SA matters that have an
impact on their departments. They act for the SECDEF on SA matters only when the responsibility
has been specifically delegated. The Secretaries also ensure that their departments are responsive
to the SECDEF (or to those to whom an appropriate delegation of authority has been made).

8. MILDEPS have the performance of SA as an integral part of their overall defense
mission. They procure and provide defense articles and services to meet approved SA
requirements. They also are responsible for providing information necessary to ensure that proper
SA planning can be accomplished; e.g., information related to production capacity that is
associated with integrating MILDEPs and SA procurement planning.

9. The Director, DLA advises the SECDEF on all SA matters impacting on or relating
to DLA and acts for the SECDEF where responsibility for such action is delegated. DLA is
responsible for preparing FMS cases for cataloging services, contract administration services on
our allies' commercial contracts for defense supplies and equipment produced in the U.S., and the
sale of DOD and MAP disposable defense articles. DLA will coordinate on military service FMS
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cases relating exclusively to medical equipment and supplies, clothing and textiles (C&T),
subsistence, and bulk petroleum. As the IM for consumable stock-funded secondary items, DLA
supply centers will work closely with the military services in filling requisitions, processing
RODs, case closure, etc., on those items for which they are the designated IM.

10. JCS correlate SA objectives with joint military force planning. The Chairman of the
JCS provides the SECDEF with military advice on SA. The OJCS and, as appropriate, the JCS

shall provide a military perspective and advice on proposed transfers of MDE and technology and
participate in national disclosure policy considerations. .

11. The Unified Commands have SA and Armaments Cooperation responsibilities; i.e.,

to correlate programs with regional plans, provide military advice, support the SAOs, and
contribute to the budget development process.

12. Security Assistance Qrganizations.

a. The generic term SAO encompasses all DOD elements, regardless of actual
title, located in a foreign country with assigned responsibilities for carrying out security assistance
management functions under Section 515 of the FAA. This section of the law authorizes members
of the MILDEDP:s to be assigned in foreign countries to manage SA programs administered by the
DOD by performing one or more of the following functions:

(1) Equipment and services case management;
(2) Training management;
(3) Program monitoring;

(4) Evaluation and planning of the host government's military capabilities
and requirements;

(5) Administrative support;

(6) Promoting RSI, and other armaments cooperation measures among
members of NATO and with the Armed Forces of Japan, Australia, and New Zealand; and

(7) Liaison functions exclusive of advisory and training assistance.

b. The purpose, under U.S. law, for establishing and assigning personnel to an
SAO is for in-country management of international SA programs conducted under Chapter 2 and
Chapter 5 of the FAA and under the AECA. The programs include grant military assistance
(including those grant programs provided under the authority of Peacekeeping Operations, Section
551, Chapter 6, FAA), IMET, and FMS. The SAO is the in-country mechanism, as authorized
under DOD Directive 5132.3, under the direction and supervision of the Chief of the U.S.

Diplomatic Mission, for ensuring that DOD SA management responsibilities, prescribed by U.S.
law and Executive direction, are properly executed.

c. The functions which should normally be performed by SA personnel assigned
to the SAO under the authority of Section 515 of the FAA are as follows:

(1) Program Management and Oversight. These functions are described as
providing the in-country management oversight of all SA activities; to ensure they are conducted in
a proper and legal manner and to provide the interface for the exchange of information and advice
between the host nations' military establishment, the Chief of the U.S. Diplomatic Mission, and
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DOD components responsible for the SA programs. This includes promotion of RSI, and other
armaments cooperation measures among members of NATO and with the Armed Forces of Japan,
Australia, and New Zealand in connection with SA programs.

(2) Advisory and Training. Personnel assigned to SAOs may provide
advisory and training assistance to the host country military establishment; however, this assistance

must be kept to an absolute minimum and cannot impact on the ability of the SAO to fully perform
its SA management responsibilities.

(3) The Chief of the SAO, when designated the United States Defense
Representative (USDR), will comply with DOD Instruction 5105.47, U.S. Defense Repre-
sentatives in Foreign Countries, on all matters relating to USDR. In general terms, the Chief will
provide oversight and in-country supervision of personnel assigned to non-SA functions in
addition to his SA functions and will serve as a channel of communications between non-SA
personnel and the appropriate interested agencies, the Unified Command, JCS, and DSAA, as well
as facilitating interface with the host government and the Chief of the U.S. Diplomatic Mission,

d. Those functions which are more properly performed by other than SA
personnel assigned and funded under the authority of Section 515 of the FAA are broken into the
following categories:

(1) Advisory and Training. If direct advisory and training assistance is
required for a specific purpose (particularly such assistance related directly to an FMS case), it
must be provided by TAFTs, TATs, MTTs, or similar teams authorized by the FAA or the AECA
and paid for by the host country through a case.

(2) Armaments Cooperation. Provide for the required in-country liaison,
administration, information exchange and other activities in applicable countries in support of the
Nunn initiatives, allied participation in the SDI, the implementation of bilateral DIC MOUs, and
other related armaments cooperation initiatives. When personnel are required to be dedicated to
Armaments Cooperation, such personnel will be funded from other than SA sources. Personnel
shall be under the supervision and oversight of the SAO Chief.

(3) Collateral Duties. Assignment of collateral duties must have the approval
of the Chief of Mission. These collateral duties most often relate to functions performed on behalf
of U.S. forces under the direction of the CINC. If these duties are to be conducted on a permanent
basis, a review-and classification prior to assignment to determine appropriate funding category
should be conducted and provided to the Unified Command and the Director, DSAA. These duties

may be performed by SAO personnel if they do not detract from the SAQO's ability to efficiently
perform the.SA mission. ,

e. Following are the general criteria for reviewing, requesting, and approving
SAO manning authorizations:

(1) The functions of the SAO as a whole and of each of its members must be
related primarily to SA management. SAO manning must be justified based on the SA duties to be
performed. If it is a SA management requirement, manning should be requested and funded
through SA channels. If the requirement involves training and advising, it should be funded by the
country. If the requirement is non-SA, manning requests should be justified and processed with
the Unified Command Special Activities Joint Manpower Program (JMP) and funded by other
appropnauon (e.g., O&M, MPA, or R&D).

(2) When a major U.S. policy initiative with a country results in the need for
personnel to support exercises, prepositioning, ship visits, etc., it is fairly clear that these person-
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nel should be provided under other appropriations. When these functions gradually accrue in the
SAOQ, it is more difficult to determine the threshold at which personnel should be shifted to other
appropriations or new personnel added. As a general rule, an individual should be on the SA JMP
if he spends 50 percent or more of his time performing SA functions. Conversely, personnel

spending 50 percent or more of their time performing non-SA functions should be carried as, or
transferred to, an alternatively funded position.

(3) Problems can arise when a number of individuals in an SAO each accrue
non-SA functions while performing mostly SA functions. During manpower reviews and upon
the occasion of a request for increased manning, these functions should be sorted out, and if one
man-year or more of the SAO's effort is devoted to O&M, MPA, R&D, etc., functions, those
functions should be combined into a single position, if possible, and funded accordingly.

(4) Many SA functions can be satisfied either by personnel who are
permanently assigned to an SAO or by temporary personnel paid by the country on a case; i.e.,
TAFTs, TATs, MTTs, etc. In this case, the degree of involvement, the extent of dedicated effort
required to perform the function will be the determinant. In general, temporary personnel from
outside the SAO should be used to accomplish SA functions if those functions would detract from
permanently assigned SA personnel performing their primary management and oversight duties or
if it involves dedicated training and advising functions performed in the field or at least outside the
local MOD central office. Permanently assigned SA personnel should not be dedicated to a single
project when its primary purpose is to assist the host government in a function in which the host
government should be ultimately self-sufficient. Dedicated planning, training, advising, and

management of logistics centers are a few examples of SA functions that should be paid for by the
. host government.

(5) The determination of which positions, if any, will be added or changed to
another funding source will be based on Unified Command, JCS, and DSAA assessment of the
extent of the degradation of the SA mission performance by non-SA duties. Any revised
manpower costs as a result of such changes will be processed under the regular procedures of the
JCS and applicable directives and will be coordinated with appropriate DOD offices.

(6) The SAO can provide normal administrative support for personnel
assigned in country to perform non-SA functions so long as such support does not reach a level
that would require additional administrative personnel. If the support for non-SA personnel

requires additional administrative personnel, O&M, MPA, R&D, etc., funded billets should be
provided.

(7) Positions that are approved by authority other than an SAO JMP to
perform non-SA functions under the oversight and supervision of the Chief of the SAO (or in his

capacity as the U.S. Defense Representative) should be clearly identified as such on the SAO JMP
but not as an SAO personnel authorization.

f. A listing of appropriate SAO program management and oversight functions
follows at Table 300-4.

A listing of appropriate SAO Armaments Cooperation functions follows at
Table 300-5.

h. The SAO is responsible for safeguarding of U.S. classified information
located in foreign countries which is required for conduct of the SA mission. Except for classified
information that has been authorized for release to a foreign government or international
organization pursuant to DOD Directive 5230.11, and is under the security control of that
government or organization, the retention of U.S. classified materiel is authorized only if it is
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necessary to satisfy USG requirements of the SA mission. This includes classified materiel
temporarily transferred into a foreign country via USG personnel authorized to escort or handcarry

such materiel. Whether permanently or temporarily retained, classified materiels shall be stored
under USG control as follows:

(1) AtaU.S. military installation, or a location where the U.S. enjoys rights
of inviolability, such as an embassy or consulate.

(2) AtaUSG activity located in a building used exclusively by USG tenants,
provided the building is under 24-hour control by USG personnel.

(3) At a USG activity located in a building not used exclusively by USG
tenants nor under host government control, provided the classified materiel is stored in security
containers approved by the GSA and is placed under 24-hour control by USG personnel.

(4) At a USG activity located in a building not used exclusively by USG
tenants but which is under host government control, provided the classified materiel is stored in
GSA-approved security containers which are further secured in a locked room or area to which
only USG personnel have access.

(5) When host government, including locally hired foreign national USG
employees, and USG personnel are co-located, U.S. classified materiel that has not been
authorized for release to the host government pursuant to DOD Directive 5230.11 shall, to the
extent possible, be segregated from releasable classified materiel to facilitate physical control and
prevent inadvertent compromise. However, U.S. classified materiel that is releasable to the host
country need not be subject to the 24-hour U.S. control requirement provided the host government
exercises its own control measures over the pertinent areas or containers during non-duty hours.

6) Fore1gn nationals shall be escorted while in areas where non-releasable
U.S. classified materiel is handled or stored. However, when required by operational necessity,
foreign nationals may be permitted, during duty hours, unescorted entry to such areas provided the
non-releasable information is properly stored or is under the direct personal supervision and
control of cleared USG personnel who can prevent unauthorized access.

(7) Foreign nationals employed by the USG in SAOs or in other U.S.
installations may not have access to U.S. classified information unless specifically authorized
under a Limited Access Authorization (LAA) issued in accordance with Chapter III, DOD 5200.2-
R. As the LAA is issued under the condition that access is not inconsistent with determination of
releasability to the country of which the individual is a citizen, the requirements for control of non-
releasable U.S. classified information also apply to foreign nationals employed by the U.S.
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TABLE 300-1
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DECISION CHANNELS FOR SECURITY ASSISTANCE

THE PRESIDENT
THE NSC
THE OMB

SECRETARY OF STATE

SECRETARY OF DEFENSE

UNDER SECRETARY OF DEFENSE
FOR POLICY

______ ASSISTANT
DIRECTOR, DSAA SECRETARIES-
[ ]
SERVICES JCS
!
|
|
: CINCS
[
[
I
|
} U.S. EMBASSY/SECURITY
=== ASSISTANCE ORGANIZATIONS
(SAOs) IN COUNTRIES
LEGEND: Direction
- - -- Coordination
TABLE 300-1. Decision Channels for Security Assistance.
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TABLE 300-2
ARMAMENTS COOPERATION DECISION RELATIONSHIPS FOR SAOs .
THE PRESIDENT
THE NSC
THE OMB
SECRETARY OF STATE
: "SECRETARY OF DEFENSE
ARMS COOPERATION
WORKING GROUP
: DEPUTY SECRETARY OF DEFENSE
UNDER SECRETARY OF | __ _ | UNDER SECRETARY OF DEFENSE
DEFENSE FOR ACQUISITION FOR POLICY
| T | ] ‘ Regional
Policy '
IPT| IA| IL | TE| sSDI | DIRECTOR, DSAA ASSISTANT SECRETARIES
L 1 1 1 1
|
N 1
* SERVICES ICS
T
, | 1
: CINCS
{
1
!

U.S. EMBASSY/SECURITY
ASSISTANCE ORGANIZATIONS
(SAOs) IN COUNTRIES

L

1

T
|
|

SERVICES R&D OFFICES
IN COUNTRY

LEGEND: *_ Direction
----  Coordination

TABLE 300-2. Armaments Cooperation Decision Relationships for SAOs.
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TABLE 300-3
o ARMAMENTS COOPERATION PROGRAMS

IYPE OF PROGRAM RESPONSIBLE OFFICE

1. U.S. development and acquisition, involving the expenditure

of U.S. funds, or equivalent compensation, to acquire foreign USD(A)
technical information or components.

2. Joint U.S./foreign development programs involving shared

efforts and expenditure of U.S. funds or equivalent compen- USD(A)
sation, _

3. Foreign production of U.S. designed equipment (i.e., copro-
duction) under predominantly commercial arrangements with USD(A)
shared product improvement potential involving U.S. funds
committed or anticipated.

4. Foreign production of U.S. designed equipment, under either
commercial or FMS arrangements, with no U.S. program or DSAA
commitments involved (but with flowback included without
charge).

5. Foreign production of U.S. designed equipment (i.e., copro-
duction with anticipated or committed U.S. second source
utilization (foreign countries acquisition of U.S. data or USD(A)
equipment by means of either commercial or FMS arrange-
ment is secondary issue).

6. Foreign production of U.S. designed equipment (i.e., copro-
duction) where principal issue is acquisition of data or equip- DSAA
ment from U.S. sources, via FMS or commercial, without
U.S. commitment or funding for second source.

7. Sale of U.S. equipment or services in order to further the

foreign production of U.S. designed equipment with no U.S. DSAA
commitment or funding involved.

- 8. Cooperative logistics support arrangements for alliance fielded ASD (P&L)
~ equipments. '

. TABLE 300-3. Armaments Cooperation Programs.
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TABLE 300-4 | .
SAO SECURITY ASSISTANCE PROGRAM MANAGEMENT s
AND OVERSIGHT FUNCTIONS -

Maintain liaison among DOD components, the appropriate elements of the U.S.
Diplomatic Mission, and the foreign defense organization in order to:

1. Enable the foreign government to acquire information needed to make decisions concerning
the acquisition, use, and required training involved in obtaining defense articles and services
from the United States through SA programs (keeping in mind that the host countries are to be
encouraged to establish and depend, to the extent possible, upon their own procurement
missions in the United States).

2. Obtain information needed to evaluate host military capability to employ and maintain equip-

ment being requested and to assist, as required, in the processing of the foreign government's
security assistance proposals.

3. Enable the United States to request the foreign government to take action in order to facilitate

the timely, efficient, and responsible implementation of approved security assistance pro-
grams.

4.  Assist U.S. Military Departments and their subordinate elements in arranging for the receipt,

transfer, and acceptance of security assistance materiel, training, and other services for recipi-
ent countries.

5. Monitor the progress of DOD security assistance programs and transactions, initiating appro-

priate remedial action or advising appropriate DOD components on problems and issues
encountered.

6. Performrequired in-country programming, planning, management, and implementation func-
tions relating to FMS and International Military Education and Training programs.

7. Keep host country military officials informed on appropriate U.S. security assistance laws,
policies, and procedures.

8. Monitor FMS billing statements and payments and keep the appropriate host military
informed, as necessary, on financial requirements and procedures.

9. Engage the host military, to the extent practicable, in cooperative planning for total military
acquisitions in an orderly fashion over a three- to five-year planning period.

10. Enable the United States to acquire information concerning potential future defense acquisi-
tions by the foreign government and anticipate demands on U.S. resources.

TABLE 300-4. SAO Security Assnstance Program Management and Oversight .
Functions. :
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12.

13.

14.

15.

16.
17.

DOD 5105.38-M

. Observe and report on the utilization by the host country of defense articles, defense services,

and training of U.S. origin. This function should be carried out as a secondary duty. How
and to what extent such observation and reporting should and can be done will vary consider-
ably from country to country, and thus no standard procedures are prescribed. The process
for accumulation of information should use all available resources (e.g., country reporting or
documentation, TDY personnel assigned in country performing other duties, other elements
of the U.S. Diplomatic Mission, and spot checks during the normal course of SAO duties and
travel). Reporting should be done on an exception basis through established security assis-
tance channels. Records, as accumulated, should be kept on file at the SAO.

Assist the host government in the identification, administration, and proper disposition of
security assistance materiel that is in excess of current needs.

Provide input to the Chief of the U.S. Diplomatic Mission for preparation of the Annual Inte-
grated Assessment of Security Assistance and the Consolidated Data Report.

Coordinate and supervise the activities of all personnel, other than those assigned to the SAO
under the authority of Section 515 of the FAA, who are in country under DOD sponsorship
(excluding DIA) or other SA authority.

When authorized, coordinate and facilitate the interface between U.S. defense industry repre-
sentatives and the host nation defense establishment, and provide oversight for in-country
RSI and DIC agreements and initiatives.

Manage the C-12 aircraft activities, when assigned to the SAO.

Perform SAO administrative functions to include preparing and administering the SAO budget

and continuously reviewing SAO organizational and manning requirements consistent with
U.S. law and DOD manning criteria. :

TABLE 300-4. SAO Security Assistance Program Management and Oversight

Functions. (Continued)

300-11



N

DOD 5105.38-M

TABLE 300-5
SAO ARMAMENTS COOPERATION FUNCTIONS

1. Insupport of overall armaments cooperation activities:

a.

Liaison for Armaments Director to counterparts in host country Ministry, services and
industry for:

Representations,

Information exchange,

Coordination of contacts,

Advisor on in-country technical capabilities and military developments.

Advisor/liaison for Armaments Director for cooperation in research, development pro-
duction and support of military systems for:

. Identiﬁcation of possibilities and contacts,

»  Transmittal of proposals and liaison with contacts,

+  Point of contact for exchange of data, information, and questions on DOD and
NATO cooperative initiatives and programs,

+  Stimulation of host country participation in cooperative initiatives (e.g., emerging
technologies, SDI, Nunn Amendment concerning cooperative pI‘O]CCtS),

+  Participation in negotiations for initiation and continuation of cooperative programs
and monitor ongoing programs,

»  Identification of problem areas and proposing solutions.

2. In support of specific armaments cooperation (AC) activities:

a.

Liaison for DOD planning and advisory activities intended to develop defense industrial
capabilities in those nations with whom we have a formal AC agreement:

+  Identification of host country defense industry needs and capabilities,
»  Point of contact for exchange of data,

*  Monitoring and assessment of projects under way.

3. Insupport of specific reciprocal defense procurement MOU/MOA implementation:

a.

Substantive and administrative participation and support for:

+  Bilateral MOU/MOA meetings,

«  Renegotiation of MOU/MOA s and negotiations of annexes to MOU/MOAs,

+  Seminars (government and industry) intended to explain acquisition practices.

Point of contact for MOD and foreign firms on DOD acquisition and logistics practices
and contacts for:

»  Explanation of DOD practices,.

"« Identification.of DOD contacts,

+ Interface with host country staff/organizations where implementing annex exists.

TABLE 300-5. SAO Armaments Cooperation Functions.
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c. Point of contact for OSD and foreign governments to support initiatives to establish new
reciprocal procurement MOU/MOAs. -

Applicable to all of the above categories are other activities including:

a. Monitoring participating arrangements for protection of U.S. and allied technologies and
military systems as necessary to ensure continued cooperative activities.

b. Coordinating host country cooperative activities such as hosting meetings with U.S.
theater force activities, U.S. Mission NATO activities, and representatives of CONUS
organizations located in host country involved with armaments cooperation/DIC.

c. Providing liaison and advisory support for the Services' activities in support of coopera-
tive programs.

d. Providing administrative support for visits in connection with above.

e. Serving as POC for U.S. defense industry visits.

TABLE 300-5. SAO Armaments Cooperation Functions. (Continued)
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SECTION 301 - Relationships

30101 CHANNELS OF COMMUNICATIONS,

A. Personnel assigned to SAOs serve under the direction and supervision of the Chief of the
United States Diplomatic Mission to the extent provided by law and in accordance with the Presi-
dent's letter to Chiefs of Missions (COM). Unified Command security assistance responsibilities
include the provision of necessary technical assistance and administrative support. The chief,

SAOQ, shall ensure that all activities and those of his organization and fully coordinated with the
COM.

B. The primary channel of communication is direct between the in-country SAQ, the DSAA,
and the MILDEP security assistance elements as appropriate. Information copies of com-

munications of record are provided to the Unified Command for evaluation and comment as
specified by the Unified Commander.

C. The Services maintain overseas offices directly under their Commands which coordinate
acquisition activities, identify technological capabilities, stimulate participation in joint projects and
fund local basic research and studies. Recognizing the potential of these Service offices to the

SAOs, formal liaison arrangements will be established locally, with applicable unified command
cognizance, to maximize complementary activities.

30102 DIRECTIVES AND RECORD COMMUNICATIONS, Security assistance
directives and record communications to the Unified Commands, SAOs, and MILDEPs that have
military operational or policy implications require coordination with the OJCS. All JCS SA

directives and record communications to the Unified Commands (e.g., new fighter aircraft sales

policy recommendations), SAOs, and MILDEPs require coordination with the Director, DSAA. If

appropriate, the Director, DSAA will coordinate further within the Office of the SECDEF and the
Executive Branch.
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CHAPTER FOUR

SECURITY ASSISTANCE PLANNING

Section 400 - General

. The purpose of this chapter is to discuss the SA planning
process; i.e., where it fits into the national security planning process and the importance it has in
terms of dealing with foreign countries. The process demands flexibility, but requires standardized
inputs from disparate sources. The process has to incorporaté the realities of foreign policy,
defense policy, and production line constraints. For these reasons, SA planning happens in many
places and at many levels. The challenge faced by those involved is to integrate the many planning
efforts and processes into a workable and useful set of procedures and outcomes.

40002 BASIC POLICIES.

A. National Security Objectives. SA supports the foreign policy and national security
objectives of the United States. DOD security assistance activities shall be in consonance with
U.S. military strategic plans and objectives and guided by the policy and planning guidance issued
by the SECDETF, and by guidance and policies issued by the Secretary of State.

B. Foreign Government Responsibilities. The fundamental responsibility of foreign
governments to determine the nature of their own security interests and paths of their own progress
shall be recognized.

1. SAQ Assistance. One of the essential functions of the SAO is to assist in the
"evaluation and planning of the host government's military capabilities and requirements."”
(Section 515(a), FAA.)

2. Release of Guidelines and Data. Involvement of the foreign government in
SA planning and programming inevitably entails the release to it of essential guidelines and data.

a. Unclassified Information. Unclassified information may be released to
the concerned country or international organization as appropriate. Unclassified price data may be
released to concerned countries and international organizations subject to their understanding that
prices are provided for procurement planning and related purposes only, and that prices quoted are
estimates which are subject to modification.

b. Classified Information. Classified information as to tentative plans and
programs may be released to concerned countries and international organizations to the extent
necessary for its effective participation. However, classified dollar levels of tentative country or

organization programs may be released only with the specific permission of DSAA with the
concurrence of the Department of State.

c. Approval of Release of Information. Release of all SA information to a
foreign government or international organization will be made through, or with the approval of, the
Chief of the U.S. Diplomatic Mission.

C. Commijtments. Discussions and communications between DOD and foreign officials
incidental to development of plans, programs, and related data will be conducted in such a way as

400-1 Change No. 2, 2 July 1990
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to insure mutual understanding that such exchanges do not constitute or imply any commitment on
the part of the U.S. (DOD Directive 2100.2).

D. Economic Capabilities. Security assistance plans and programs shall take into
consideration the economic capabilities of the foreign country concerned and the support provided
by third countries. Except for overriding military considerations, the build up of military forces
that the recipient country ultimately cannot support shall be discouraged. In providing assistance to
less developed countries, emphasis shall be placed on the development of their capabilities to
organize, employ, and manage national resources allocated to defense.

40003 MATERIEL REQUIREMENTS SURVEYS.

A. General. DOD Components must assure that SAOs and foreign purchasers have the
information needed for advance planning. This is especially important for those items or weapon
systems where DOD's capability to meet future purchaser requirements may be limited. DOD
Components should assist the planning efforts of eligible foreign purchasers by preparing Materiel
Requirements Survey letters or messages which provide information on DOD's future capabilities
to meet purchaser requirements and of any actions which the prospective purchaser must take in
order to purchase the item. Such correspondence is not a solicitation or promotion for sales but is
intended to assist foreign purchaser planning efforts only by identifying specific items where DOD
may potentially have difficulties in meeting future purchaser needs. At a minimum, the
correspondence must include rationale for issuing the Materiel Requirements Survey notification,
the final date for receipt of a country request for an LOA, and the final date for acceptance of the
LOA.

B. Eligible Items. DOD Components may consider preparation of Materiel Require-
ments Surveys for those items where there is an indication that DOD's capability to meet fyture
foreign requirements is limited. Some, but not all, of the factors which may qualify an item for a
Materiel Requirements Survey are:

1. U.S. production for the item is scheduled to end in the foreseeable future.

2. The U.S. is making a periodic buy of an item for which there is known foreign
demand. A

3. A minimum procurement quantity is required for an item when there is known
foreign demand.

C. Eligible Countries. Materiel Requirements Surveys will be disseminated only to
those countries that have previously indicated an interest in acquisition of the item or weapon
system.  Such interest could include: prior purchasers, prior requests for P&A or an LOA for
which data has already been released or approved for release, and purchase of weapon systems
which utilize the item; i.e., ammunition capable of being used with the weapon system. DOD
Components will assure that countries addressed on such Materiel Requirements Surveys are
eligible to purchase the item or weapon system under the U.S. NDP. Final eligibility
determination will be made by DSAA in coordination with the Department of State.

D. Coordination. Generally, Materiel Requirements Surveys will initially be developed
within the cognizant DOD Component. The cognizant Component is responsible for assuring that
the message or letter is properly coordinated before dispatch. Such coordination must include
DSAA. The required coordination with DSAA will be initiated through the Management Division
of the Operations Directorate which will be responsible for conducting the necessary staffing
within OSD and with the Department of State. Prior to submitting proposed Materiel Requirements
Surveys to DSAA, the cognizant DOD Component will also assure that any required coordination
with other involved DOD Components is accomplished.

400-2 Change No. 2, 2 July 1990
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Section 401 - Planning Dimensions

40101 PLANNING CONSIDERATIONS.

A. Objectives of Long-Range Planning. The objective of long-range planning in SA
is regular, orderly program implementation. The transfer of end-items is necessarily accompanied

by planning of follow-on support, logistics, and other elements of continuity. The reliability of the
U.S. on a long-term basis depends on this "total package approach.”

B. Limitations on Planning. Planning in SA is not possible in the same way the DOD
plans in the FYDP and program-budget process. This is because the USG does not promote sales
(except in rare instances), financing is obtained only on a year-to-year basis and is, in most
instances, not assured for the long term. Moreover, the USG does not plan for countries; .
countries must do their own planning and must set their own priorities. The level of planning
capability varies from country to country; the more sophisticated the planning in a country, the less
likely the country is to make the U.S. privy to its plans. Lastly, crises, conflicts, and other events
frequently intervene to change directions in programs and overall financing allocations. Within
these limits, however, some estimates of needs and priorities can be made, and every effort must
be made to anticipate the shape of the future without expecting that it will result in a directive plan.

Blegal These are dtscussed below in the context of three basm communities.

1. .
*  Need for defensible country programs
*  Need for continuity in levels
*  Need to be responsive to crises and new initiatives during the year

*  Need to avoid diversions/withdrawals from stocks
*  Need to integrate FMS with DOD purchases

*  Need to smooth production

*  Need to maintain production base

*  Need to control technology transfer

3. ni i n
*  Responding to defense needs
+ U.S. as areliable security partner
»  Sustaining the relationship

D. Security Assistance Planning Communities. The three separate planning tracks
each has its own community of actors. The SA communities are illustrated in Table 401-1.

Coordination among the three groups can be tenuous, and it is not possible to describe an overall
SA plan which covers all three.

40102 U.S, GOVERNMENT PLANNING APPROACH.

A. Planning Groups. Basically there are two groups who plan with countries--the
"Washington Team" and the "Country Team - SAO." The Washington team may be either a con-
sultative or a "survey" team--dispatched for a particular reason, for a particular type of planning;
e.g., air defense. The Washington team may also be the group that is associated with any form of
the Joint Military Commission (JMC) and have very senior as well as more junior members.
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Whether or not a JMC is involved, the SAOs have both preparatory and interim tasks that have to
get done if the "Washington Team" visit is to be a success.

B. Interrelated Nature of Planning. All three tracks are interrelated. Table 401-2 lays

out the cross-cutting nature of the SA and arms sales process.

C. Non-Linear Process. The entire SA community is always engaged in the different
stages associated with three fiscal years' worth of planning, budgeting, legislating, etc. As
explained above, there is a constant interaction between the three planning tracks. It requires effort
to follow the entire process, and to fully understand what is happening at any given time. For the
sake of simplicity, a linear layout of the budget and procurement process is presented in Table 401-
3, in the case where financing is required. This illustration is useful--as a time line--but one must

bear in mind each of the separate planning track discussions.

D. Elannmg_l_nsﬂ_umgn_ts_ Several planning tools already exist for use by the three
planning communities.

1. Annual Integrated Assessment for Security Assistance. The single most
important planning instrument is the AIASA which is prepared by the country team. The shape
and form of the AIASA reflect the information needs of both Washington and the unified
commands in the decision-making communities. The AIASA also provides certain information
required as part of the federal budget development process. If the annual AIASA submission is
timely and complete it has a strong impact. If the AIASA is late or incomplete, it has reduced
effect. Subsequent to submission of the AIASAs and the completion of initial staffing by the
Departments of State, Defense, Treasury, etc., the Security Assistance Program Review Working
Group (SAPRWG), meets to review the SA programs for the budget year. After this staff effort,
formal interagency coordination takes place before State submits the budget to OMB. If State and
OMB disagree, resolution of is§ues may take place in the White House Budget Review Board.

2. ecurity Assistance Defense Analysis Papers. For selected countries, a
SADAP is written each year. :These present an analysis of the threat, force structure trends, and
other analysis elements that are useful in the planning process. The SADAPs have a financial
analysis counterpart done by the Treasury Department. Both analyses are presented to the State
Department, the OMB, and the NSC during the annual budget development process. The SADAPs
present a unique overview of defense programs with a particular country.
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) ' TABLE 401-1
o SECURITY ASSISTANCE COMMUNITIES
State DOD State OMB State Services
Regions Regions T+PM PM
Country Budget Procurement
Track Track Track
DSAA SAOs ' DSAA DSAA Ops NDPC
Ops Plans & Plans

* Country Track

. : Feed-In

CINCs JCS
« Services as . Regions/SAOs
Implementers as Advocates
‘ TABLE 401-1. SECURITY ASSISTANCE COMMUNITIES.
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COMMUNITY INTERRELATIONSHIPS

Country needs financing

to buy equipmenty
Budget .
Affairs

SAOQs interface

State & ISA Regions
as-advocates

Services implement

Country : Country needs equipment
Affairs \.\

~

Procurement

» Congress has money
+ State puts up budget
» OSD "weighs in"

= Dominant Links

Budget Finances Sales

Congressional
Affairs

Affairs

Services have equipment
State decides to sell it
SECDEF makes it available
NDPC and JCS clear

36(b) political visibility

[Note: If financing is not required, the Executive Branch can arrange sales with Congressional notification. If financing is
required, Congressional approval of financing is necessary, and the process is longer and more uncertain.}

TABLE 401-2. COMMUNITY INTERRELATIONSHIPS.
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TABLE 401-3
g BUDGET AND SALES PROCESS
Input SAPRWG Budget Presentation Bill or
from Field In Congress CRA
Allocations | __{ Requests Requests Implementation Supervision
to Countries Staffed or End-Item

‘ TABLE 401-3. BUDGET AND SALES PROCESS.
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CHAPTER FIVE

TECHNOLOGY TRANSFER, CLASSIFIED MILITARY
INFORMATION AND SECURITY

Section 500 - Transfer of Technology

50001 PURPOSE. The purpose of this section is to provide specific instructions and

guidance for responding to requests for transfer of technology to an approved foreign country or
international organization.

50002  DEFINITIONS. Also See Appendix B.

A. Technology. The technical information and know-how that can be used to design,

produce, manufacture, utilize, or reconstruct goods, including technical data and computer soft-
ware, but not the goods themselves

B. Critical Technology. Technologies which consist of (a) arrays of design and
manufacturing know-how (including technical data); (b) keystone manufacturing, inspection, and
test equipment; (c) keystone materials; and (d) goods accompanied by sophisticated operation,
application, or maintenance know-how that could make a significant contribution to the military
potential of any country or combination of countries that may prove detrimental to the security of
the United States (also referred to as Militarily Critical Technology).

C. Goods. Any articles, materials, supplies, or manufactured products, including inspec-
tion and test equipment and excluding technical data.

D. Items of Intrinsic Military Utility. End items other than those identified in the

MCTL whose transfer to potential adversaries must be controlled for the following reasons:

1. The end product in question could significantly enhance the recipient's military or

war-making capability either by virtue of its technology content or because of the quantity to be
sold, or

2. The product could be so analyzed as to reveal U.S. system characteristics and
thereby contribute to the development of countermeasures to equivalent U.S. equipment.

E. Keystone Equipment. Includes manufacturing, inspection, or test equipment and is

the required equipment for the effective application of technical information and know-how.
Keystone materials have the same significance of application.

F. Know-How. Includes the know-how of both design and manufacturing and is the
know-how and related technical information that is needed to achieve a significant development,
production or utilization purpose. This know-how includes services, processes, procedures,
specifications, design data and criteria, and testing techniques.

G. Munitions. Includes:

1. Arms, ammunition, and implements of war.
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2. Any property, installation, commodity, material, equipment, supply, or good used
for the purposes of making military sales.

3. Any machinery, facility, tool, material, supply, or other item necessary for the
manufacture, production, processing, repair, servicing, storage, construction, transportation,
operation or use of any article listed in this paragraph.

4. Technical data related to State Department Munitions List items.

H. Strategic Trade Cases. These are cases involving technology and goods that are
dual-use in nature; i.e:, which could be used either for legitimate civilian purposes, or which could
be applied or diverted to aid in increasing a-nation's military potential.

I.  Technical Data:

1. Classified information relating to defense articles and defense services;

2. Information covered by an invention secrecy order;

3. Information which is directly related to the design, engineering, development,
production, processing, manufacture, use, operation, overhaul, repair, maintenance, modification,

or reconstruction of defense articles. This includes, for example, information in the form of blue-

prints, drawings, photographs, plans, instructions, computer software, and documentation. This

also includes information which advances the state of the art of articles on the Munitions List. This

does not include information concerning general scientific, mathematical or engineering principles.
J.  Technical Assistance Agreement. An agreement for the performance of defense

services or the disclosure of technical data, as opposed to an agreement granting a right or license
to manufacture defense articles.

K. Public Domain. Public domain means information which is published and which is
generally accessible or available to the public:

1. Through sales at newsstands and/or bookstores;

2. Through subscriptions which are available without restriction to any individual who
desires to obtain or purchase the published information;

3. Through second class mailing privileges granted by the USG; or,
4. Atlibraries open to the public.
50003 _POLICY.

A. DODD 2040.2, International Transfers of Technoliogy, Goods, Services and Munitions,
establishes the following policy:.

1. Treat defense related technology as a valuable, limited national security resource, to
be husbanded and invested prudently in pursuit of national security objectives.

2. Restrict the export of technology, goods, s:rvices, and muntions which could
make a contribution to the military potential of any other country or combination of countries which
could prove detrimental to our national security interests.
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3. Manage transfers of teéhnology, goods, services, and munitions consistent with
U.S. foreign policy and national security objectives.

-

4, Limit the transfer to any country or international organization of.advanced design
and manufacturing know-how regarding technology, goods, services and munitions subject to
control under the AECA to those transfers which support specific national security objectives.

5. Support the NDP-1 objectives in those cases where a proposed transfer involves the
release of classified military information.

B. Implementation. These policies will be implemented through the strategic trade
licensing, munitions licensing, and the FMS process.

C. Procedures. For munitions licensing and FMS cases, applicable MILDEPs will:

1. Give favorable consideration to transfers of services and munitions to allied and
friendly countries which are intended to achieve specific U.S. national defense objectives.

2. Ensure that transfers of munitions and services involving technology receive special
scrutiny, taking into account the importance of arms cooperation with NATO and other close

friends and allies, potential third party transfers, and the protection of military capabilities and
technology.

D. Release of Technical Data. [See Chapter Fourteen, Paragraph 140107.]
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Section 501 - Disclosure of Classified Military Information to Foreign
Governments and International Organizations

50101 PURPOSE. The purpose of this section is to describe the policy and procedures to be
followed in the authorization for the disclosure of classified military information to foreign
governments and international organizations in support of security assistance programs.

50102 POLICY. DOD Directive 5230.11 prescribes that:

A. All classified military information will be treated as a national security asset which must
be conserved and protected and which may be shared with foreign entities only when there is a
clearly defined advantage.

B. Disclosures and denials of such information to foreign governments and international
organizations will be made only when authorized by those officials specifically granted disclosure

or denial authority in writing, after determining that all of the requirements of NDP-1 have been

met. .

C. Decisions to disclose or deny classified military information will be based on a common
standard (DOD Instruction 5230.17) within the DOD. Such decisions will be expedited.

D. To ensure consistency of disclosure decisions, the DOD component having responsi-
bility for taking the action outlined in paragraph 3., above, shall notify other DOD components of

significant negotiations and disclosure decisions concerning subject matter in which they have a
direct or related interest.

50103 DISCLOSURE AUTHORITIES. Under the terms of NDP-1, the NDPC has been
designated as the central authority for the formulation, promulgation, administration, and
monitoring of the NDP.. The SECDEF or the DEPSECDEEF, personally, and the NDPC are
authorized to grant exceptions to established NDPs. Pursuant to DODD 5230.11, the SECDEF

has delegated disclosure authority to the Secretaries of the MILDEPs and other DOD officials
whose decisions must be in compliance with NDP-1. ‘

50104 RESPONSIBILITIES. The Deputy Under Secretary of Defense (Policy) has been
designated by the SECDEF to assume DOD responsibility for the oversight and effective

implementation of the national disclosure policy and operation of the NDPC under the provisions
of NDP-1.

105 DISCLOSURE DECISIONS.

A. All requests for the disclosure of classified information pertaining to or contained in
defense articles and defense services will be evaluated on a case-by-case basis in accordance with
DOD Directive 5230.11 and appropriate MILDEP regulations. A disclosure determination will be

provided to the appropriate implementing agency for guidance in implementing approved transfers
of classified information.

B. To record disclosure decisions, FORDTIS has been established as a central repository
for such decisions. Four types of information are recorded in FORDTIS:

1. All decisions made by disclosure officials regarding release of classified docu-
mentary information or materiel. These are normally made within the guidelines of the NDP.

501-1




50105.B.2. DOD 5105.38-M

2. All decisions on requests for exceptions to policy.
3. All disclosures involving top secret information.
4. All DOD decisions on munitions license applications.

C. This information is used on a routine basis to provide a background of previous, similar
cases by weapon or country. It is also used to make damage assessments if a sudden change

occurs in a foreign government which brings into question its capability to protect U.S. classified
information.

D. FORDTIS provides an interactive, real-time terminal at each disclosure office. This
system includes decisions on foreign military sales, munitions cases and commerce licenses.

E. All MILDEPs will follow the instructions in DODI 5230.18 in reporting disclosure
decisions.

. It is the policy of the U.S. to avoid creating false impres-
sions of its readiness to make available classified military materiel, technology, or information.
Lack of strict adherence to this policy may create problems. Much military hardware is unclas-
sified. However, this same unclassified hardware, if sold, may require the release of sensitive
classified information for its operation or maintenance, or for the foreign recipient to receive
training on it. Therefore, the disclosure decision must be made based on the classification level of
all information which may be required for release if the system were to be acquired. If the
proposed foreign recipient is not authorized to receive the highest level of classified information
required, no information, not even unclassified may be released or discussed until the required

authority is obtained. This means that there can be no weapon specific information, and no release

of price or availability data, until authority is obtained to release the hlghest level of classified
information ultimately required for disclosure.

50107 _CONTROL OF FOREIGN REPRESENTATIVES. DOD Instruction 5230.20,
entitled Policy and Procedures for the Control of Foreign Representatives, sets forth standard
procedures concerning requests for visits, accreditations, and attendance at classified meetings by
foreign representatives. Accreditation, as used in DODI 5230.20, pertains only to foreign
representatives, military or civilian, to include U.S. citizens, who are officially employed by a
particular foreign government. As implemented by the MILDEPs and the Defense Intelligence
Agency (DIA), "accreditations" are extended only to the foreign government-sponsored officials
who have a frequent need for contacts with DOD departments and agencies, such as liaison officers
and procurement officials. Normally, those individuals are assigned to the foreign embassy or
mission in the United States. Those foreign officials who do not have a frequent need, such as
foreign government officials stationed outside the U.S. and foreign industry representatives, must -
apply for either a one-time visit authorization or an extended visit authorization.

1 . The security of the U.S depends in part upon the
proper safeguarding of classified information released to industry. The objective of the Industrial
Security Program is to assure the safeguarding of classified information in the hands of U.S.
industrial organizations, educational institutions, and all organizations and facilities used by prime
and subcontractors. The Industrial Security Regulation (ISR), DOD 5220.22-R, sets forth
policies, practices, and procedures of the Industrial Security Program used internally by the DOD
to insure maximum uniformity and effectiveness in its application throughout industry. The
Industrial Security Manual (ISM), DOD 5220.22-M, a companion document to the ISR, is a DOD
publication which contains detailed security requirements to be followed by U.S. contractors for
safeguarding classified information. The ISM is made applicable to industry by management's
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execution of the Department of Defense Security Agreement (DD Form 441), and by direct
reference in the "Military Security Requirements"” clause in the contract. -

TRI E LEAR FFICE
The Defense Industrial Security Program (DISP) establishes procedures for safeguarding cla351f1ed
defense information which is entrusted to contractors. Included in these procedures is a system for

determining the eligibility of industrial personnel for access to classified defense information. This
function is performed centrally by DISCO.

RA IRI E LIVERIES.
When a USG agency (User Agency) places a contract with a cleared U.S. contractor which calls
for delivery of classified information or materiels to a foreign government (principally FMS
contracts), the responsibility for delivery rests with the User Agency.

111 TRANSMI L IFIED MATERIEL T FOREI
GOVERNMENTS. Transmission of classified materiel to foreign governments, either to
addresses located in the U.S. or outside the U.S. must be on a government-to-government basis
and in accordance with Chapter VIII of DOD 5200.1-R, Information Security Program Regulation.
After a determination by designated officials pursuant to DOD Directive 5230.11 that classified
information or materiel may be released to a foreign government, the materiel shall be transferred
between authorized representatives of each government. To assure compliance, each contract,
agreement, LOA, or other arrangement that involves the release of classified materiel to foreign
entities shall either contain transmission instructions or requ